MeToanyecKue peKoOMeHJaluu
10 OPraHU3aLMOHHOH 3aluTe PU3NIECKUM JIULOM
CBOUX MEPCOHAbHbIX JAHHBIX"

JIaHHBIH TOKYMEHT pa3padoTaH AJsl CHUKEHUS] PUCKOB 0e30MacCHOCTH B YCJIOBHAX

"Tpan3uTHOro Mupa' u 3¢gdexTUBHOrO Nepexoaa Kk uupposoii Inoxe.

HOKYMGHT IMpcaAHa3HaA4YCH JISA CIICOHUAJINCTOB B obnacTH 0e30IaCHOCTH
I/IH(bOpMaLII/IOHHBIX TEXHOJIOTUI u MEPCOHAIBHBIX JaHHBIX, a TaK¥KEC JJIA
3aUHTCPCCOBAHHBIX  JIMII. Ha ocHoBe JAOKYMCHTA IIpCAIIoIaracTcs pa3pa60TKa

00y4JaImuX IporpaMM 1 JOKYMEHTOB JJIsl Pa3INYHbIX ayJAUTOPHIA.

1. TepMuHBbI U onIpeae/IeHUA

ANNapaTHO-MPOrPaAaMMHBII KOMILIEKC — COYETaHHWE aIapaTHBIX M MPOTPAMMHBIX
CPEICTB, a TaKKe€ BHECEHHBIX H3MECHCHUH B KOH(PHUTYpAlUH, CIIOCOOCTBYIOIIUX
JTOCTH)KCHUI0O MaKCUMaJIbHO BO3MOXXHOTO YPOBHS 3alllUThI NMEPCOHAIBHBIX JaHHBIX OT
yTeueK

BiokupoBaHue NepPCOHAJBHBIX JAaHHBIX — BPEMEHHOE MpEKpaliecHue 00paboTKH
MEPCOHAIBHBIX JAHHBIX (32 UCKIIOYEHUEM CIydaeB, €clii 00pa0oTka HEoOXoauma st
YTOUHEHHSI TICPCOHAIILHBIX JTAHHBIX )

Boabmue mnannbie (BigData) — o0o3nadeHue MOAX0J0B, HHCTPYMEHTOB W METO/OB
pacrpeicIcHHOW 00pabOTKH TMOJMYCTPYKTYPUPOBAHHBIX M HECTPYKTYPHPOBAHHBIX
JTAHHBIX CaMOT'0 Pa3HOI'O TUIIA M OTPOMHBIX 00bEMOB. B oTiM4He OT TpaguIlMOHHBIX 0a3
JMAHHBIX, OOJIBIIME JaHHBIE HE OTHOCATCS K CTPYKTYPUPOBAHHBIM, XPaHATCS

JENEHTPATN30BaHO U CIIA00 CBA3aHBI MEXKAY COO0H

! HaCTOHIJ_II/IC MCTO,Z[I/I‘ICCKHG PEKOMCHAAIU I10 OpFaHI/I3aI_II/IOHHOI>'I 3alIuTe (1)I/I3I/I‘-IGCKI/IM JIMITOM
CBOMX ICPCOHAIBHBIX JaHHBIX p33pa60TaHBI KOHCy.]'II)TaTI/IBHI)IM COBCTOM IIpHU YIIOTHOMOYECHHOM
OpTraHe 110 3alIUTC IIpaB CYG’BCKTOB NEPCOHANIBHBIX JAaHHBIX



Bupyc (koMnbHTepHbIA, NPOrPAMMHBIN) — HMCIOJIHSAEMBIN TPOrPaMMHBIA KOJ WIIH
MHTEPIPETUPYEMBII Habop WHCTPYKLHUM, oOamaromui CBOWMCTBAMH
HECAHKIIMOHUPOBAHHOTO PACIPOCTPAHEHHUS K CAMOBOCIIPOU3BEICHUS

BpenonocHass mnporpamMmma — IporpaMma, IpeJHa3Ha4YeHHass I OCYILECTBICHUSA
HECAaHKIMOHUPOBAHHOTO JIOCTYMA U (MJIM) BO3JCHCTBUS HA MEPCOHANbHBIC JAaHHBIC WU
pecypchl HH()OPMAIIMOHHON CUCTEMbI IEPCOHAIBHBIX JTaHHBIX

BcemupHasi mayTmHa — pacupezielieHHasi CUCTEMa JIOCTyNa K CBSI3aHHBIM JIOKYMEHTaM,
PaCIIOJIOKEHHBIM Ha Pa3JIMYHBIX KOMIIBIOTEPAX, MOAKIIOYEHHBIX K IHTEpHETY

JlocTynm B ONEPallMOHHYI0 cpeay KOMNbHOTepa (MH(POPMANMOHHOW CHCTEMBI
NMEePCOHAJBHBIX [JAaHHBIX) — TIOJYyY€HHE BO3MOXKHOCTH 3allyCKa Ha BBIIIOJIHEHUE
IITATHBIX KOMaHJ, (YHKUUNA, OpOLENyp ONEPallMOHHOW cHUCTEMbl (YHUUYTOXKEHUS,
KOMTUPOBAHUS, TIEPEMEIICHUS U T.11.), UCTIOTHSAEMBIX (DaiiyIOB MPUKIIATHBIX TPOTPAMM
JocTtyn Kk uH(popManuu — BO3MOKHOCTh MOJTy4eHUsI MH(OPMALIMK U €€ UCTIOJIb30BAHUS
3amumaemas nngopmanus — nHGoOpMaIus, SIBISIOMAICS MPEIMETOM COOCTBEHHOCTH
U TOJUIeKallasl 3aluTe B COOTBETCTBUU C TPEOOBAHUSIMHU MPABOBBIX JTOKYMEHTOB WIIU
TpeOOBaHUSAMHU, YCTAHABINBAEMbIMU COOCTBEHHUKOM HH(OpMaIIu

HNurepner — rno0anpHasi cucTeMa, OOBEAMHSIONIAS KOMIBIOTEPHBIE CETU U
UCIIONIb3yeMas JUIS Iepejau U XpaHEHUs TaHHBIX

HNudopmanmoHHble TEeXHOJOIrHM — IPOLECCHl, METOABl MOWCKA, cOOpa, XpaHEHUs,
00paboTKH, IpeICTaBIEHHUs, pPACTIPOCTPAHEHUI MH(OPMAIIMHU U CTTOCOOBI OCYIIECTBIICHUS
TaKUX IPOLECCOB U METOJOB

Hcnonb30BaHue MepCOHANBHBIX AaHHBIX — JIEHCTBUA (Olepanuu) ¢ NepCOHATbHBIMU
JTAHHBIMH, COBEpIIAEMBIE OINEPAaTOPOM B LEJAX NPUHITHS PELICHUN WIM COBEPILICHUS
UHBIX JCWCTBUH, NOPOXKIAIOIUX IOPUINYECKHE MOCIEACTBUS B OTHOLICHUH CYOBEKTa
NEPCOHANBHBIX JAHHBIX WJIN APYTUX JUI JINOO MHBIM 00pa3oM 3aTparvBarolIMX MpaBa U
cB00OIbI CYOBEKTA MEPCOHANBHBIX JAHHBIX WIN APYTUX JIUIL

HcTouHuk yrpo3sl 0e3o0macHOCTH UH(opManmum — CyOBEKT MOCTYIMa, MaTepUalbHbBIN
O00BEKT WM (U3NYECKOE SIBICHUE, SBISIONUINECS NPUYMHONW BO3HUKHOBEHHUS YIPO3BI

0€30MacHOCTH HH(pOpMaLIUU



KonTposamnpyemasi 30Ha — ¢u3znyeckoe MpPOCTPAHCTBO, B KOTOPOM IMOMUMO CyOBEKTa
MEPCOHANBHBIX JAHHBIX HUCKIIOYEHO MPEOBbIBAHWE MOCTOPOHHUX JIUIl U IOCTOPOHHHX
TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MaTEpUAIIbHBIX CPEJICTB

KonpuaeHIUAJIBLHOCTh NMEPCOHATBHBIX JAaHHBIX — 00s3aTENbHOE ISl COONIOACHUS
ONEPATOPOM WM HHBIM IOJYYUBIIUM JOCTYIl K HEPCOHAJbHBIM JAHHBIM JIUIOM
TpeboBaHUE HE JOMYCKaTh UX PACHpPOCTPAaHEHUsS 0€3 corjacus CyObeKTa MepCcOHaIbHBIX
JAHHBIX WJIA HAJIMYUS NHOTO 3aKOHHOTO OCHOBAHMS

MeTaganHble — NEPCOHAIBHBIC JaHHBIE, CO3/1aBA€MbIC AJIEKTPOHHBIMU YCTPOMCTBAMH
MIPU UX UCTIOJIB30BaHUU YEJIIOBEKOM, C €T0 BeJloMa MM 0€3 TaKOBOTrO

Hapymmnreab 6€30aCHOCTH MEPCOHANBbHBIX JAHHBIX — (PU3UYECKOE JIUIIO, CIIYyYaifHO
WM TPEIHAMEPEHHO COBEPIIAIOIIECE JICWCTBUS, CIEACTBUEM KOTOPBIX SIBJISIETCA
HapylIieHne 0e30MacCHOCTH MEePCOHATBHBIX JAaHHBIX

HecaHKIIMOHMPOBAHHBIN A0CTYN (HeCAHKUMOHMPOBAHHBbIE JEHCTBHUA) — JOCTYI K
uHbOpMallUU WU JEUCTBUS ¢ UH(OpMaIuel, OCYIIECTBIIEMble C HapylIICHUEM
YCTAHOBJICHHBIX TpaB W (WJIM) TMpaBUJ JOCTyNa K WH(OpMalUU WM JEHCTBHUM C HEHl ¢
MPUMEHEHUEM INTaTHBIX CPEICTB HMH(DPOPMAIIMOHHOW CHCTEMBl WU  CPEJICTB,
AQHAJIOTUYHBIX MM IO CBOMM (PYHKIIMOHAILHOMY TPEIHA3HAUYECHUI0O W TEXHUYECKUM
XapaKTEepUCTUKAM

Hocurenas ungpopmanum — Gpusndeckoe JUIO WK MATEPUATHHBIA OOBEKT, B TOM YHCIIE
duszuvecKoe mnojie, B KOTOpoM UHGPOPMAIIUS HAXOAUT CBOE OTPAXKEHHE B BHJIE€ CUMBOJIOB,
0o0pa3oB, CHUTHAJIOB, TEXHUYECKUX PEIICHWH ¢  TPOIECCOB, KOJIUYECTBEHHBIX
XapaKTePUCTUK (PUBHUECKUX BETUUNH

Oo0e3iMYMBaHNE TEPCOHAJNBHBIX [JAaHHBIX — JICWCTBHUS, B peE3yJbTaT€ KOTOPBIX
CTAaHOBHUTCSI HEBO3MOXHBIM 0€3 HCIOJIB30BAHUS JOMOJIHHUTENHLHON HH(pOpMAIUU
OMpPENENUTh TMPUHAMJICKHOCTh TEPCOHATBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHAIBHBIX JAaHHBIX

OO0pabdoTka TmepCOHAJIBLHBIX [JaHHBIX — JeHCTBUS (aBTOMaTU3UPOBAHHBIE U
HEaBTOMATH3UPOBAHHEIC) C  NEepCOHANbHBIMU  JaHHBIMU, BKIIIOYass  coop,
CHUCTEMAaTH3allii0, HAKOIUICHHE, XpaHEHWe, yTouHeHHe (OOHOBJICHHE, W3MEHEHHUE),
UCIIOIB30BaHKE, paclpocTpaHeHue (B TOM 4YHcCIe Tepenady), 00e3Tu4YrBaHue,

6J'IOKI/IpOBaHI/Ie, YHHUYTOXCHUC ICPCOHAJIBHBIX JaHHBIX



OnjaliH-IpUCYTCTBHE — TEPCOHANIbHBIE JaHHBIE YeJIOBEKa, JOCTYNHbIE B LHU(PPOBOI
cpene

Omnaaiin-cepBuc — wuaeHTUGUIIUpPYEeMas BeO-aJpecoM TMporpaMMHasi CHCTEMa CO
CTaHJAPTU3UPOBAaHHBIMU  HHTEppelcaMu W NPEeNOCTaBISIIONIas — IOJb30BaTEII0
OTIpeJIeJICHHbIE YCIYTH, HAPUMEp, TOCTYI K 0a3ze JaHHBIX

OdaaiiH-npucyTcTBHE — MEPCOHAIBHBIC JAHHBIE YEIIOBEKA, JOCTYIIHBIE B PEATBHOM
Mupe

Oneparop (mepcoHaJbHBIX [aHHBIX) — TOCYHApPCTBEHHBINM, PETrMOHAIBHBIA WIIH
MYHHUIMIAIBHBIN OpraH BJiacTH, IOPUAMYECKOE WIN (PU3MYECKOE JIULO, OpPTraHU3YIoLIee
W/WIM OCYIIECTBIsoNee 00paboTKy MEepCOHANBHBIX JAHHBIX, a TAKXKE OMpPEeIesSIoNue
LEJH U coZiepKaHne 00pabOTKU MePCOHAIBHBIX JAHHBIX

IlepexBat (uHopMauum) — HEMpPaBOMEPHOE TMOJy4dyeHHUE HHPOpMAIUU  C
UCIIOJIb30BAHUEM TEXHHYECKOI'O CPENCTBA, OCYIIECTBIIAIONIETO OOHApPYKEHUE, TIPUEM U
00paboTKy HH()OPMATHBHBIX CUTHAJIOB

IlepconanbHble JaHHBIEe — JM100as UHPOpPMALUS, OTHOCAIIASACA K ONpPENEICHHOMY WU
ONpeJeNIIeMOMY HAa OCHOBaHMM Takol HHpopmanuu QuandeckomMy Iy (CyOBEKTY
MEPCOHANBHBIX JIaHHBIX), B TOM 4YHCIe ero ¢GaMuius, UMs, OTYECTBO, JlaTa U MECTO
POXKIEHUS, apec, CeMENHOEe, COLMaIbHOE, UMYILECTBEHHOE IMOJI0KEHHE, 00pa3oBaHue,
npodeccust, J0X0bl, Apyras HHpopmanus

IIpenocraBiieHue NMepCOHATBbHBIX JAHHBIX — JICHCTBUS, HAllpaBJICHHbIE HA PAaCKPBITHE
NIEPCOHAIBHBIX JIAHHBIX ONPEJIEICHHOMY JIMILY WA ONPEIEICHHOMY KPYTy JIUI
[Ipo¢guiab — COBOKYNMHOCTh MEPCOHANBHBIX JAHHBIX MOJb30BATENs, MPEAOCTABISEMBIX
UM B IU(POBOM U peasbHOM cpesie, P ONpeAesIEeHHOM THUIIE B3aUMOIEUCTBUS
Pa3pemieHue Ha HMCHOJIb30BaHHE MEPCOHAJNBHBIX JAHHBIX — pa3pelIeHHe CyObeKTa
NEPCOHANBHBIX JAHHBIX, KOTOPOE OH JAeT 3aMHTEPECOBAHHON CTOPOHE Ha MOJIy4YECHHE,
cOop, XpaHEHHE M MCTI0JIb30BAHUE MTEPCOHAIBHBIX JJAHHBIX O ce0e

PackpbiTHe NepCcOHAJIBHBIX JAHHBIX — YMBIIUIEHHOE WM Cly4allHOE€ HapyllleHue
KOH(UICHITUAITBHOCTH TIEPCOHANBHBIX JIAHHBIX

PacnpocTpaHeHue nmepcoHAIbHBIX JAHHBIX — JICHCTBUS, HallpaBJCHHbIC HA Tepeaavy
NEPCOHANBHBIX JAHHBIX OMpeNeIeHHOMY KpYTy JUIl (1epenaya NepCOHANbHBIX TaHHBIX)

HJIM Ha O3HAKOMJICHUC C MCPCOHAIIBHBIMH NAHHBIMHW HCOTPAHWYCHHOI'O KpyTra JIUI], B TOM
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yrciie 0OHAapOJOBaHUE MEPCOHAIBHBIX JAHHBIX B CPEJCTBAaX MaccoBOM MHGOpMalUH,
pasmeleHue B WH(GOPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETSAX WM MPEIOCTABICHHE
JOCTyNa K IEPCOHATBHBIM JAHHBIM KaKUM-THMO0 MHBIM CITIOCOOOM

Pecypc wuHdopmManuoHHON cHcTeMbl — HMEHOBAHHBIA JJEMEHT CHCTEMHOIO,
NPUKIAHOTO WX almapaTHoro odecrneueHus (QyHKIMOHUPOBAHUS HHQPOPMAIMOHHOU
CUCTEMBI

CoaepxaresibHbIC JaHHbIE — IIEPCOHATIBHBIE JaHHBIE, CO3/1aBAEMbIE YEIIOBEKOM, B TOM
YHUCJe TEKCTOBBIE cooOmieHus, ¢ororpaduu, BUIEO- U ayAMO3aIUCH, IMEpelaBacMbIe
yepe3 MHTepHeT ¢aiinbl

CounaabHasi HHKEHEPHUs — COBOKYITHOCTb IIPUEMOB, METOJOB M TEXHOJIOTHIl CO3/IaHMS
IPOCTPAHCTBA, YCIOBUM U OOCTOSTENBCTB, KOTOpPHIE MaKCUMalIbHO 3(PPEKTUBHO
MPUBOJIAT K KOHKPETHOMY HEOOXOIMMOMY PE3YJIbTaTy, C UCIOIH30BAHUEM COIIMOJIOTHU
U TICUXOJIOTUU. B KOHTEKCTE NaHHOTO JOKYMEHTa — MPUBOSAIINE K PE3YJbTaTy yTEUKU
MEPCOHATBHBIX JAHHBIX W/WIH ylepOy MOJIb30BaTelNsl WIN TPEThEH CTOPOHBI — KEPTBBI
COLMAJIBHON MHXKEHEPHUH

ConunanbHasi ceTb — miaTt¢opma WM BeO-CEPBUC, HANpPABIEHHBIM Ha BBICTpAaUBaHUE,
OTPAXEHHE W OPraHU3aLMI0 COLMAIBHBIX B3aUMOOTHOIICHUI MEXY IOJIb30BaTEIISIMU
(BKJIIOYAsi HE3aPETUCTPUPOBAHHBIX B CETH)

Texuuveckuii kaHaa yreduku mHGOpPMANMU — COBOKYIMHOCTh HOCHUTENST MHPOpPMAIUU
(cpenctBa 00paboTKH), GU3UIECKOMN CpeIbl PACIIPOCTPAHEHHS HH(POPMATUBHOTO CUTHAIA
U TEXHHUUYECKUX CPE/ICTB, KOTOPBIMH J0OBIBaeTCA 3anuiaemMas HHpopmanus
TpaH3uTHBIH MHP — NPOMEXYTOUYHOE COCTOSIHUE DJKOHOMMKH, CJIOKMBIIEECS Ha
CerOJHAIIHMM JIeHb U XapakTepu3ylollleecs MpoleccaMu Mepexoia OT KIaCCHYEeCKHX
MoJiesiel M TEXHOJIOTHI OpraHu3aliy KU3HEACITEIbHOCTH K IU(PPOBBIM

Yrpo3bl 6e30MacHOCTH NEePCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCIIOBUM U (PaKTOPOB,
CO3JAIOIIMX ONAaCHOCTh HECAHKIIMOHWPOBAHHOTO, B TOM YHCJIE CIy4alHOTO, JOCTyIa K
NEPCOHANBHBIM  JaHHBIM, PE3yJbTaTOM KOTOPOIO MOXET CTaTh YHHUYTOXKEHHUE,
U3MEHEHHE, OJIOKUPOBAaHUE, KOMMUPOBAHHUE, PACIPOCTPAHEHNE TIEPCOHATBHBIX JaHHBIX, a
TaK)K€ MHBIX HECAaHKLIMOHUPOBAHHBIX JNEHCTBUN mpH UX 00paboTke B MH(POpMAIMOHHON

CUCTEMC ITEPCOHATIBHBIX JaHHBIX



YHUYTOKEHHEe NEePCOHANBbHBIX [JaHHBIX — JICUCTBUS, B pE3yIbTaTe KOTOPBIX
HEBO3MOXXHO BOCCTAHOBUTH COJCPKAHUE IMEPCOHATBHBIX NAaHHBIX B WH(OPMAIMOHHOMN
CHUCTEME TMEPCOHANBHBIX JAHHBIX WJIM B peE3yJbTaTe KOTOPBIX YHHUYTOXAKOTCS
MaTepuaIbHbIe HOCUTENH MEPCOHATBHBIX TAHHBIX

Yreuka  (3amumaemoi) uHEPOpMaNMHM 1O TEXHHUYECKMM  KaHajJamM  —
HEKOHTPOJIMPYEMOE  paclpocTpaHeHue HUHGOpPMAIMM OT HOCHUTENS 3alluIIacMoi
uH(popManuu yepe3 GU3NUECKyI0 Cpely 10 TEXHUYECKOr0 CPE/ICTBA, OCYIIECTBRISIONIETO
nepexsar uH(pOpMaLH

VYA3BUMOCTh — CIa0OCTh B CPEJCTBAX 3AIIUTHI, KOTOPYIO MOXHO HCIIOJIB30BaTh s
HapYIICHHs CUCTEMBI I COZiepKallieiics B Heil nHdopmaruu

HenocTHocTh MHOpPMaUM — COCTOSTHUE HH(POPMALMH, TPU KOTOPOM OTCYTCTBYET
mo0oe ee W3MEHEHHE IMO0O0 HM3MEHEHHE OCYIIECTBISETCS TOJIBKO NpeTHAMEpPEHHO
cyObeKTaMu, UMEIOIIMMU Ha HETO MPaBO

HudpoBas TeHb — nUPpoBOE MPUCYTCTBUE, OCYIIECTBISAIONIEECS 03 y4acTHsi CaMOTo
cyOBeKTa 3a CUeT ACATEILHOCTH U YCTPONUCTB TPETHUX JIHI]

HudpoBasi 3KOHOMHMKA — XO3SWUCTBEHHAs [EATEIBHOCTh, KIIOYEBHIM (HaKTOPOM
MPOU3BOJICTBA B KOTOPOW SIBISIOTCA JaHHbIe B 1U@poBoil (opme, u KoTopas
crocoOCTByeT  (POPMHUPOBAHHIO  HMHMOPMAIIMOHHOTO  MPOCTPAHCTBA, a  TaKXKe
(GhOpMHUPOBAHUIO HOBOW TEXHOJIOTMYECKONH OCHOBBI JIJISI COIMAIBHOM M IKOHOMHYECKOMN
cdepsl

HudpoBoe mnpucyrcrBue — TIOCTOSHHOE YydacThe B oOMeHe wuHpopManuend u
B3aUMOJICHICTBUE BHE 3aBUCHUMOCTH OT MECTOMOJOXEHHUS, HEOO0XOauMoe st
obecrieueHus MPOU3BOACTBEHHOMN AEATEILHOCTH U 3P (HEKTUBHOTO OOIIECHUS

Hudposoii ciaex — pesyabTaT HMUGPOBOrO MPUCYTCTBUS, OCYIIECTBICHHOTO CaMUM
CyOBEKTOM 3a CUET JACATEIHLHOCTH U C IIOMOIIBIO CBOUX YCTPOMCTB

HudpoBoii mrTamm — COBOKYNMHOCTh LHU(PPOBBIX TeHEW © IUGPOBBIX CIEIOB

MOJIH30BaTENIs, JOCTYITHBIX B IIU(POBOI cpejie



2. 0Oo6mmue nMoJyioKeHHUA

2.1. AKmya/sbHOCMb membul

B macrosimee Bpemsi nudpoBoe MPUCYTCTBUE, ONPEICIIIEMOE KaK ITOCTOSHHOE
ydqactue B oOMmeHe uH(popmamnued W B3aUMOACHCTBHE BHE 3aBHUCHUMOCTH OT
MECTOMNOJIOKEHHSI CYOBEKTa, TOJy4daeT Bce OOJbIIee pPACIPOCTPAHEHUE, CTAHOBHUTCS
HEOOXOIUMBIM  (hakTOpoM  oOecriedeHUs]  MPOU3BOACTBEHHOW  NEATEIBHOCTH U
a3 dexTuBHOrO 00IEeHus. /{15 ero opraHu3anuy UCIONb3YIOTCS 3JIEKTPOHHbBIE TPUOOPHIL,
a TaKkKe 3HAYUTEIHLHOE YMUCIO OOBEKTOB (PU3MYECKOrO0 MHpa (JUIO0 YeIOBEKa, HOMEpa
apromobmiier u T.4.). I[lpu »>ToM mHMdpoBOE MNPUCYTCTBHE MOXKET OBITh Kak
KOHTPOJUPYEMBIM, TaK W BBIHYKICHHBIM, TO €CTh OCYIICCTBISIONIMMCS 0€3 yJacTus
caMoro cyobeKTa MoCpeACTBOM JIEATEILHOCTU U YCTPOMCTB TPETHUX JIUII.

Jlnst oprannzauuu 3Qp¢GeKTUBHOrO HU(POBOro MPUCYTCTBUS YeEIOBEKA HEOOXOIUMO
ompejiesieHne TPEeOYIOMIErocss eMy YpPOBHS B3aUMOJICUCTBHSI, KAaHAJIOB U CPEACTB €ro
peanu3aium, ooObeMa nepeaaBaeMoil HHGOPMAINH, a TAK)KE BRIOOpP M BHEAPEHHUE CPE/ICTB
3amuTel. [lpw 3TOM TepcoHadbHBIE HaHHBIE — 3TO KIIOYEBOH (aKTop IHQPpPOBOTO
MNPUCYTCTBUS, T.K. OHU HEOOXOIUMBI KakK JJisi €ro OpraHu3allH, TaK U COCTaBISIOT B
3HAYUTEIHHOM KOJMYECTBE ClydyaeB ero cojepxkanue. Takum oOpa3zoMm, 3pPpeKTUBHOCTD
U 0e30MacHOCTh IM(PPOBOrO TPUCYTCTBUS BO MHOTOM 3aBHUCSAT OT KYJIBTYPBI
NIPOM3BOJICTBA M PACTIPOCTPAHEHHS MEPCOHATBHBIX JTaHHBIX.

B HacTosimee Bpemsi mopaBisifoliee OOJBIIMHCTBO TIpa)<JIaH BCEX BO3PACTOB HE
UMEIOT MH(pOpPMaMKU O TOM, KaKHe MEepPCOHATbHBIC JaHHBIC OHHM IMPOM3BOJIAT, KOMY, C
Kakol IeNbl0 W B KakOM o0OBeMe HuX TMepenaloT. Takoe TMOBEJICHHE HE TOJIBKO
HeA((EKTUBHO C TOYKU 3PEHHUS HCIOIB30BAaHUS PECYPCOB IUGPOBON SKOHOMUKU, HO U
OIACHO.

beckoHTposbHOE ~ paclpoCTpaHEHHWE  TMEPCOHANBHBIX  JAHHBIX  SIBJSIETCA
CYIIECTBEHHOM yrpo30M Uil YacTHOM JKU3HM Juma. OIHOBPEMEHHO, AKTHUBHOE
oOpalleHre JaHHBIX, MOJABISAIONIEe OOJBIIMHCTBO U3 KOTOPHIX OTHOCHMBI K KaTE€ropun
TIEPCOHANBHBIX, SBJSICTCS 0a30BBIM YCIOBHEM JMHAMHUYHOTO Pa3BUTHUS TEXHOJOTHH
Oonpmnx AaHHBIX. [1o CcyTH, OoNbIMe AaHHBIC SKCIUTYaTHPYIOT OECMEYHOCTh JIOACH 1O

OTHOILICHUIO K MH(popMmanuu o cebe, MPH 3TOM HAXOISICh B CEPOM IPABOBOM IIOJIE,
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IpeXxe BCEero, He coOuronas Leiau oOpabOTKH, ISl KOTOPBIX NEPCOHAJIbHbIE TAaHHBIE
Obun moxydensl. Ha numo ¢yHmameHTanbHOE MNPOTHBOPEYHE IMPHHIUIIOB OOJBIINX

JIAHHBIX C KOHICNLIUEH OXpPaHbI YaCTHOM KM3HH.

2.2. KoHyenmya/bHble n0dxo0bl

3aKOHOJIATEIbCTBOM O 3alIUTE€ IMPaB CYOBEKTOB MEPCOHAIBHBIX JTAHHBIX
OpEeyCMOTPEHBl TPU TPYMIBl METOAOB 3alllUThI, MPUMEHSEMBbIX B HH(POPMAIMOHHBIX
CHUCTeMax TMEPCOHANBHBIX JaHHBIX: IPABOBBIE, TEXHUYECKUE, OPraHU3aI[MOHHBIC.
[Ipoananu3upoBaB MO aHAJOTUU BO3MOXKHOCTh HCIOJIb30BAHMSI TE€X K€ METOIOB IS
3alIUTHl (PU3NIECKIMH JIMIIAMH CBOUX TIEPCOHAIBHBIX TaHHBIX, OYEBUIHO, YTO MPABOBOU
U TEXHUYECKUN METOJbI SBJIAIOTCS HE CTOJb MPUMEHUMBIMU B MHAUBUAYATbHBIX HEIISX:
NEPBBIA MO0 TMPUYMHE OOBEKTUBHOTO OTCTAaBaHUS HOPMATHBHO-TIPABOBBIX AaKTOB OT
peanuii pa3BuTHs IU(POBOTO MHUpPa, BTOPOH BCIEICTBUE, KaK MPABIIO, HETOCTATOYHOTO
YPOBHS TEXHUYECKOW IPAMOTHOCTH JIUIA U HEJOCTYIMHOCTH JOCTOBEPHON MH(GOPMAIIUU O
KOHKPETHBIX CXeMaX (DYHKIIMOHHPOBAHUS WCIOJB3YEMBIX UM OOOpYIOBaHHS U
nporpamm. [Ipu 3ToM OpraHuW3alMOHHBIM METOJ 3alUThl COOCTBEHHBIX MEPCOHATBHBIX
JAHHBIX SBISETCS PEabHBIM K MPUMEHEHUIO (GU3NIECKUM JIMIIOM B CHITy BO3MOXKHOCTH
OCO3HAHMSI U KOHTPOJS BCEX CBOMX JCWCTBHII Ha JIOOBIX JTamax oOpraHu3aluu
u(ppoOBOro TMPUCYTCTBUS, a TakkKe [0 TMPUYUHE MMEIONIICHCS BO3MOXHOCTHU
HUBEJIMPOBAHUS 3HAUYMUTEIHHOTO KOJIMYECTBA MOTECHIIMAIBHBIX HMH()OPMAIMOHHBIX YIpo3
CO CTOPOHBI 000PYAOBaHUS U MIPOTPAMM, a TAKXKE TPETHUX JIULI.

Metoanueckue peKOMEHAANU 10 OPTaHU3AIMOHHON 3aIuTe PU3NIECKUM JTUIIOM
CBOMX  MEPCOHAJIBHBIX  JAHHBIX  SBJISIOTCS  WMH(GOPMAIMOHHO-UHCTPYKTUBHBIM
JIOKYMEHTOM 0a30BOI'0 YPOBHS, MTPEIOCTABISIONIMM JIFOOOMY COBEPILIEHHOJIETHEMY JIUILY
NPaKTUYECKYI0 HH(POPMALIMIO 110 OPraHU3alMU CBOCH IeATENbHOCTH B yKa3aHHOH cdepe.
JlokyMeHT BKIJIO4aeT B ceOsi 6a30Bble MO/IeTH MH(POPMAIMOHHBIX YIPO3 U HAPYIITUTEIS,
ONMCaHWE TMyTe NPOTHUBOJACHCTBHS aKTyaJbHBIM WH(GOPMAIIMOHHBIM  yTPO3aM,
OPUHIUIIOB, METOJAOB W MHCTPYMEHTOB OpraHM3aluu LHU(POBOrO MPUCYTCTBHUS
(KOHTpOJMpYEeMbI€ 30HBI, MPOMUIHN, HACTPOIKA ammapaTHO-IPOTPAMMHOTO KOMILIEKCa,
npaBuja OHJAMH W odmaitH mpucyrcTBus u T.1.). Mcmomp3oBanue Metoanyeckux

pGKOMCHJIaIII/Iﬁ IMO3BOJILICT ONPCACIINTE MHAWBUAYAJIBHBIC HCJIN W 3aJdadu HI/I(i)pOBOl"O



NPUCYTCTBUSL CyOBEKTa, MPUHATH pelieHHe 00 00beMe MPOU3BOJCTBA MEPCOHAIBHBIX
JAHHBIX M HX pacHpOCTPaHEHHMH, BbIOpaTh CHOCOOBI OIIATHl MOTPEOJSAEMBIX YCIYT,
BBIpAa0OTaTh MEPHI 3aALIUTHI U MPaBUiIa IOCTPOCHUS HH(POPMAIIMIOHHOTO B3aUMOJEHCTBHUS,
a Takke cpopMUpOBaTh HEOOXOAUMBIA  ammapaTHO-NPOTPAMMHBIA  KOMILIEKC,
BbIpabOTaTh M peaqu30BaTh OPraHU3ALMOHHYIO CTpPATerui0 B cepe MepCOHAIbHBIX
JAHHBIX, BHEJAPUTH MEPHI U MPaBUJIa OHJIANH U O(JIaliH IPUCYTCTBUS.

B pasButne MeTronMuecKUX pEKOMEHIAIUi 110 OpraHW3allMOHHOM 3aluTe
(U3NYECKUM JIMIIOM CBOMX MEPCOHAJIBHBIX JAHHBIX IUIAHUPYETCS pa3paboTKa ydyeOHBIX
IporpaMMm JUIsl CTYJEHTOB M mpernoaaBareneii BY30B, MIKOJBHUKOB, TOIIKOJBbHUKOB,
YUHTEJIECH, POAMTENEH M IIMPOKOro Kpyra 3auHTEPECOBaHHBIX Jul. MeTtonudeckue
PEKOMEHIALMU MOTYT OBITh MCIOJIb30BAaHbl KaK CaMOCTOSITENbHBIA OpraHU3alMOHHO-
TEXHUYECKHM KOMIUIEKC, a TAKX€E JIedb B OCHOBY CO3[IaHUS allapaTHO-IPOrPaMMHOIO
npoJyKTa Ha 0a3e NMPUHLMIIOB U MEXAaHU3MOB peErjaMeHTa LU(PPOBOTO MPUCYTCTBUS.
[IpemioxkeHHble MOAXOABI MOTYT OBITh HCHOJB30BAHBI JUISI COBEPIIEHCTBOBAHUS
MEXaHU3MOB PpEryJupoBaHUs LU(PPOBOIl SKOHOMUKHU, B TEPBYIO OYepenb, CQepbl

MEPCOHAIBHBIX TAHHBIX.

3. ba3zoBasa w™ogeJb yrpos 0€e30MaCHOCTH IMepPpCOHAJIbHBIX

AdHHbBbIX (l)I/IBI/I‘IeCKOl"O JINIa

IIpuBenenHas Huwxke Mogens yrpo3 COIEpPKUT KpaTKUM IEpEeYeHb YIrpo3
0€30MaCHOCTH MEPCOHANBHBIX JAaHHBIX (PU3UUECKOIrO JIMLA. DTU YIpo3bl OOYCIOBIIECHbI
OpeJHAMEPEHHBIMU  WJIM  HENpeIHAMEPEHHBIMH  JIEHCTBUSAMH (U3UUECKHUX JIUILL,
3apyOeKHBIX CIELCTyKO WM opraHu3auuii (B TOM YUCIE TEPPOPUCTUUECKUX), A TaKKe
KPUMUHAIBHBIX TPYNIHUPOBOK, CO3JAIOIIUX YCIOBUS (MPEANOCHUIKM) AJIsl HApYIIECHUs
0€30MacHOCTH MEPCOHAIBHBIX JaHHBIX, KOTOPOE BEAET K yIIepOy >XHU3HEHHO Ba)KHBIX

HHTCPCCOB JINYHOCTH, O6HI€CTB3. H rocyaapcCraa.



3.1. AxmyasibHble UHHOPMAYUOHHBIE Y2POo3bl HU3UYEeCK020 Auya

B orHomenun Qusznueckux Juil HanboJee BEpOsiTHA Yrpo3a HEMpaBOMEPHOTO
JOCTyNa K HUX IEPCOHANbHBIM JAHHBIM JJIs 3aBJIAJCHUSA JIMYHOM HHpopMmanuend u
JAJIbHEHNIIIEro MCHOJb30BAaHUS B KOPBICTHBIX M MPOUYUX NMPOTHUBONPABHBIX Lesix. [Ipu
BO3HUKHOBEHHMH YI'PO3bI CO CTOPOHBI IOCTOPOHHETO (PU3UUECKOTO JINIA UM TPYIIIbI JIUI]
LeJIbI0, KAk IpaBUJIO, CTAaBUTCS HaHeceHHe (UHAHCOBOrO ymiepba CyOBEeKTy
NEPCOHANBHBIX  JaHHBIX.  3aMHTEPECOBAaHHbIE  JIMIA MOTYT  MaHMITYJIMPOBATh
NEPCOHAJIBHBIMU JIAHHBIMU C LIEJIbI0 OKa3aHUs JaBJICHMsI Ha CyObEKTa M NPUHATHE UM
BBITOJHOIO HAPYIIMTENO pemeHus. IHoCTpaHHbIe Crenciny 0bl U OpraHu3aluyd MOTYT
CTaBUTH LIEJIBIO 1€CTAOUIN3AIMI0 SKOHOMUYECKOH, COLIMAIbHON U MOIUTUYECKON KU3HU
pEeruoHa WX LEJIOTo rocyaapcTBa.

VYTpo3bl JaHHBIM, 00pabaThIBA€MbIM B HH()OPMALIMOHHBIX CUCTEMAX, CBSI3aHBI:

® C IepexBaToOM NEPCOHAIBHBIX JAHHBIX MO TEXHUYECKUM KaHallaM (C LEJbI0 UX
KOIIMPOBAHHUS U/UIIM HEPABOMEPHOTO PAaCIPOCTPAHEHUsI U UCTIOIb30BaHUS;

® C HECAaHKUMOHMPOBAHHBIM, B TOM 4HCIE€ CIy4allHbBIM, JOCTYIIOM B
UHPOpPMALIMOHHYI0O  cucTeMy  (C  1LeIbl0  W3MEHEHHUs,  KOIHMPOBaHUS,
HENPABOMEPHOT'0 paclpOCTPaHEHUS WJIM YHUUTOKEHUS TAHHBIX).

CTOUT OTMETUTH, UTO NIEPEXBAT JAHHBIX 10 TEXHUYECKUM KaHAJIaM MEHEE aKTyaJleH
JUISL JIESITENIbHOCTU KOHKPETHOTO TIOJIB30BaTENs, MOATOMY B MPUHSATUU JUYHBIX MeEp
0€30MacHOCTH CTOMT aKLEHTHPOBAThCA HA MPEOJIOJIEHUH YIPO3 HECAaHKLIIMOHUPOBAHHOTO

JIOCTYTIA.

3.2. lenesast unhopmayus u cpeda ee c6opa

[udppoBoe mpucyrcTBue HEU30EKHO COCYLIECTBYET C TaKMMHU SIBJICHHUSAMH, Kak
«uudpoBoit crnen» u «uudposas TeHp». LludpoBas TeHHL — 3TO UMHPOpPMALUA,
co3/iaBaeMasi O JIFO/ISIX aBTOMAaTHYECKH MTOCPEACTBOM JICATEIBHOCTH U YCTPOHUCTB TPETHHUX
i, a UUQpPOBON cliel] — JaHHbIE, CAaMOCTOATENbHO Iepe/iaBaeMble CYOBEKTOM B
UQPPOBYIO Cpely, TaKue, KaK JJIEKTPOHHBIC MHCHMa, PETUCTPAIMOHHBIC JaHHBIC Ha
caifTax COIMaNbHBIX ceTel, poTorpaduu, reOnO3UIHU U T.11.

B orHomeHmn wHQOpMamMH, pa3MenIaeMoil W pa3MENICHHOW B BHUPTYaTbHOM
NPOCTPAHCTBE, MOXHO BBIACIUTh JBa Kpurepus kiaccuuxanmu. IlepBeiii — 1o
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XapaKTepUCTHKE NEPCOHAIBHBIX JAHHBIX: LU(POBOM Cile]] WIX TE€Hb, TO €CTh CBOMMHU
aKTUBHBIMHU JEHCTBHSMH pa3MeniaeMoi nHGOpMaIuy, JIM00 NeHCTBUSIMHU TPEThUX JIUI U
ycTpoiicTB. BTopoil — mo mpusHaky cpeapl: paclpocTpaHsieMoll No (QU3NYECKUM
KaHaJjaMm, 110 KaHajaM Tesie(OHHOM cBs3u WK uyepe3 HTepHerT.

Kpome Toro, nepcoHanbHble JaHHBIE Pa3JEAIOTCA HAa COAEpIKATEIbHBIE JAHHBIE U
METaJlaHHble — «JaHHblE O JaHHbIX». K coxepkaTenbHbIM JaHHBIM, CO3/1aBAEMbIM
YeJJOBEKOM WM YCTPOMCTBaMH, OTHOCSTCS TEKCTOBBIE, BUAEO- M (POTO- COOOILIEHMUS,
pasroBopbl, nepenaBaembie uepe3 MuTepHeT ¢aiinpl. MeTagaHHble CO3/1alOTCS TOJIBKO
AIIEKTPOHHBIMU npudopamu: cookie-daitbr B Opaysepe, KYPHAIIBI
BXOISIIIUX/MUCXOIAUINX 3BOHKOB, I'€ONO3UIIMOHHBIE METKU B (OoTOrpadusx MpH ChEMKE,
BU/JIEO0-, ay/INO- MOHUTOPHUHT U T.II.

WHTEepHeT 3amojHEH MHOXECTBOM LU(POBBIX CIEAOB U TEHEH, BCE U3 KOTOPBIX
MOTYT MCIOJIb30BaThCs JJI1 aHAJIM3a MOBEIEHHUS MOJIb30BaTENSI U C MOMOIIBIO KOTOPBIX

9TO IMOBCACHUC MOXKET KOPPECKTUPOBATHLCA U HAIIPABJIATHCA B HY)KHOC PYCJIO.

3.3. OnpedeseHue aKmya/abHbIX y2p0o3 6e30NACHOCMU NEpPCOHA/IbHBIX

JaHHbIX

VYrpo3sl ¢ NPUMEHEHHWEM MPOrpaMMHBIX M IMPOTPAMMHO-AIMAPATHBIX CPEACTB
peayu3yloTCsl IPU OCYLIECTBICHUH HECAHKIMOHUPOBAHHOTO, B TOM YHUCIJE CIy4ailHOro,
JIOCTyTa, B Pe3yjibTaTe KOTOPOTO OCYIIECTBISIETCS HapylleHHEe KOH(PHUIACHIUAIbHOCTU
(komupoBaHUE, HECAHKIIMOHUPOBAHHOE PACIPOCTPAHEHHUE), IEIOCTHOCTH (YHUUTOKEHUE,
U3MEHEHHE) U JIOCTYNMHOCTH (OJIOKMPOBAHME) MEPCOHAIBHBIX JAHHBIX, U BKIIOUYAIOT B
ceds:

e Vyrpo3pl YTEUKH T[EPCOHANBHBIX JaHHBIX C CepBepa omeparopa
NEPCOHANBHBIX JaHHBIX. OJAMH W3 CaMbIX aKTyaJbHBIX THUIIOB YIpo3 B
uudpoBoit cpeae 0O0YCIOBIEH HEAOCTATOYHBIMU 3aKOHOAATEIbHBIMU
MepaMH B OTHOIIEHHWHM  OMNEPATOPOB  NEPCOHANbHBIX  JaHHBIX,
CHOCOOCTBYIOIIMMHU HE COOJIOACHHEM HEOOXOAMMBIX Mep IO 3aluTe
MEePCOHAIBHBIX JAaHHBIX. YTpo3a BO3HUKAET MpU Mepeaade MepCcoOHAIbHbBIX
JAHHBIX OIEPaTopy, HE 3aMHTEPECOBAHHOMY B TIIATEIBbHON MpopaboTKe

MCP 3allUTBI AO0CTyIIa K XpaHUMBIM Ha €Tr0o CEpBCpax ICPCOHAIbHBIM
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JAHHBIM U JIONlyCKaloleMy (HelmpeAHaMepeHHO WIM IMpeAHaMEpPEHHO)
YTEUKH EPCOHAJIBHBIX TAHHBIX;

yrpo3bl A0oCcTyna (IMPOHUKHOBEHUS) B ONEPALMOHHYIO Cpelly YCTPOHCTBA C
WCIIOJIb30BAHMEM  IITAaTHOIO HPOrpaMMHOro oOecreyeHus (CpeAcTB
ONEpPAllMOHHOM  CHCTEMBl WM  MPUKIATHBIX  [pPOrpaMM  OOLIero
MIPUMEHEHHUS] ) TIOPA3EIAI0TCS Ha:

1. VYrpo3sl HENOCPEACTBEHHOIO JOCTYIA. 3JOYMBILUIEHHHUK MOXET
HOJY4YUTh JOCTYH K YCTPOHCTBY WIH peCypcy, COJEepKalleMmy
NEpPCOHAJIbHBIE JAaHHBIE, OCTaBIEHHOMY 0€3 IpuUCMOTpa C
HEJI0CTaTOYHOM CTENEeHbIO 3aIUThI JOCTYIIA,;

2. YTpo3Bl yHAJCHHOTO AOCTYMA. 3JOYMBIIUICHHUK MOXET TOJTYYHTh
JIOCTYTI K YCTPOMCTBY WJIM PECYPCY C UCTIOIB3YEMbIMH J€(ONTHBIMU
(o yMOJTYaHUI0) TAaHHBIMH JIJISl aBTOPU3AIMH; JTHOO OCYIIECTBUTH TO
K€ camMoe MOCPEJCTBOM B3JIOMA HECTOMKUX CHCTEM 3alllUThI;

yIrpo3bl  CO3JaHMsI  HEMITaTHBIX PEKHUMOB  pPabOThl  MPOrpaMMHBIX
(mporpaMMHoO-anmnapaTHbIX) CPEACTB 3a CUET NMPEJHAMEPEHHBIX U3MEHEHUN
CIIy’)KEOHBIX JTaHHBIX, WTCHOPUPOBAHHUSA, MNPEIYCMOTPEHHBIX B ILITATHBIX
YCIIOBUAX OTPAaHMYEHUN HA COCTAaB M XapaKTEPUCTHKU 0OpabaTbiBaeMOi
uHpopMaIMK, UCKaKkeHUus (MoIu(pUKaluu) caMUX JaHHBIX W T.I. Takue
yrpo3bl MOTYT BO3HUKHYTh B CIIy4a€ MCIIOJIb30BaHUS HEIMIIEH3MOHHOIO

HJIn CKOMIIPOMETUPOBAHHOTO arrmapaTHoro NN mporpaMMHOI0

obOecreueHus;
YIpO3bI BHEIPEHUS BpPEIOHOCHBIX porpamm (mporpamMmHO-
MaTEMaTU4ECKOI O BO3JICHCTBUA). Takne YI'pO3bI HanOoiee

pacrpoCTpaHeHbl U MOTYT BO3HUKATh IPU MOCEHIEHUH COMHHUTEIbHBIX
pecypcoB (K mpUMeEpPy, HE UMEIOIINX MOJATBEPKIECHHOTO cepTudUKaTa uiu
WCIONB3YIOIUX JUISl  JIOCTyla HE3allUIIEHHbIE IPOTOKOJbl  CBS3H),
YCTaHOBKH HEJTUIEH3UOHHOTO WIn CKOMITIPOMETHPOBAHHOTO
MIPOrpaMMHOI0 00ECIIEUEHN;

yrpo3bl METOJAaMH COLMAIbHOW WHXeHepuu. JlaHHBI BHA yrpo3

PE€AIN30BBIBACTCA 3JIOYMBINIJICHHUKOM MCJICHAIIPABIICHHO B OTHOIICHHUHA
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IIOJI30BaTEIs H/UJIN TPECTHUX JINII. BepOHTHOCTI) BO3HHUKHOBCHHUA YT'PO3bI
AAHHOTO THUIIa BO3PACTACT IIPU Hy6JII/IKaI_II/II/I NEPCOHAIBHBIX IaHHBIX B
OTKPLITBIX HCTOYHHKAX B I_II/I(i)pOBOI\/’I Cpeac, a TAKIKES IIpU HeCO6J'II-OI[eHI/II/I

AOCTATOYHBIX MEP IO 3alUTC CBOUX IMCPCOHAJIBHBIX TaHHBIX.

4. ba3oBasd MoAeJsiIb HapyuiuTeasa

B kadecTBe HapymuTels paccMaTpuBaeTcs JIF000€ JIMIO WIK TPYIIA JIUL, KOTOPOoe
OCYILIECTBIISIET, MOXET OCYIIECTBUTh MJIM OCYIIECTBIWJIO OOpabOTKY IE€pPCOHAIBbHBIX
JAHHBIX MPU OTCYTCTBUU COOTBETCTBYIOIIETO Pa3peUICHUs WM C HAPYIIEHUEM YCIIOBUMI
TakoBoro. Hapymmrenem MOXeT SBIATHCS KaK (U3UUECKOE JIULO WK TPYIIa JHIl, TaK U

OpraHu3alus, a TAKXKe CIELCayKObl U OpraHbl BIACTH (B TOM YHCIIE U 3apyOeKHbIE).

4.1. 0O6wue nos10%ceHUs

[Tpu opranu3zanuu 3amuThl UHGOPMALMK, B TOM YHCIIE MIPH 3aIIUTE TEPCOHATBHBIX
JAHHBIX OPraHU3aUOHHBIMU MEpamMH, IOMHUMO MOJIETIH Yrpo3, HEOOXOAUMO YUUTHIBAThH
Mojens Hapymwurens. llens B pa3paboTke Takod MOJENM 3aKIIYaeTCsl B aHAIN3e
BO3MOKHOCTEH, KOTOPHIM THOTEHIMAIBHO MOXKET 00JanaTh 3J0YMBIIUICHHUK MpU

OpraHMU3alrU MOIMBITOK JOCTYIIA K 3allIUIIIACMbIM IICPCOHAJIBHBIM TaHHBIM.

4.2. Kaaccugpukayusa Hapywiumeet

Cpeny oTeHITMATBHBIX HAPYIIUTEICH MOYKHO BBIJCIHUTH JIBa THIIA!

. HapymuTened ¢ GU3HIECKUM JIOCTYIIOM, PEATH3YIOIIMX YIPO3bl 0€3011aCHOCTH
MEPCOHABHBIX JIAHHBIX TIPH HEMOCPEACTBEHHOM JOCTYIE K YCTPOWCTBAM H
CUCTEMaM, XPaHSIIINM ITIEPCOHAIILHBIC JIAHHBIC,

. HapymuTeleld ¢ yIaleHHBIM JOCTYIIOM, PEaTUu3YIOIMNUX YIPO3bl 0€30IMacHOCTH
MEPCOHANBHBIX JaHHBIX Yepe3 HMHTepHET W TPOUYMMH JHUCTAHITMOHHBIMH
CIoco0aMu.

Jlnst monydeHust JocTyna K MEePCOHANBHBIM JIaHHBIM HApYIIUTENh C YJAJICHHBIM

JOCTYIIOM MOXET OCYUIECTBIISITh MEPEXBAT OTKPHITON M 3aIM(ppOBAaHHON HMH(OPMALINH,
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neperaBaeMoid MO KaHalaM CBSI3M CETAM OOIero IMojib30BaHUS W (WIH) CeTsIM
MEXTyHapOJHOTO HH(POPMAIIMOHHOTO 00MEHa, a TAaKXKe IO JIOKAIBHBIM CETSIM.

Jlrobomy HapymuTento ¢ GU3MYECKUM JOCTYIIOM HEOOXOAMM HEMOCPEICTBEHHBIN
KOHTAKT C YCTPOWCTBOM CYOBEKTa WM OllepaTopa NePCOHAIBHBIX JaHHBIX.

OnucanHasi MOJIENb HAPYIIUTEINS SIBISIETCST 6a30BOM U MOXET OBITH MCIOJIb30BaHA

JUI Pa3pa0OTKH YaCTHOM MOJEIN HAPYLIUTES.

5. Ilyru npoTHBOAEHCTBMS  peasM3alUd  AKTyaJIbHbIX

HWHPOPMALMOHHBIX yIrpo3

bazoBas Mozens WHGOPMANMOHHBIX Yrpo3 (u3uveckoro juma u ba3oBas Mozenb
HapYIIUTENs MMO3BOJISIOT ONMPEACIUTh KIFOUYEBBIC MOIAXOIbI K MYTSAM MPOTHBOICHCTBHS
peayiM3aii  aKTyalbHBIX ~ WH(DOpPMAIMOHHBIX  yrpo3. I[lpemmaraemerii  BEKTOp
MpearnojiaracT BO3MOXKHOCTh OCO3HAaHHBIX JIEWCTBUH JIMIa ¢ JIIOOBIM  YpPOBHEM
TEXHUYECKNX  3HAHWUH, HEOOXOIMMOCTh  TPHUHATHUS  PEIICHHA B YCIOBHSX
HEONPEICICHHOCTH U KOHTPOJIMPYEMOCTD TJIaHUPYEMBIX PE3YJIbTaTOB.

C yd4eToM yKa3aHHBIX TPHUHIIMIIOB OCHOBHOW AaKIEHT JO/DKCH OBITh CHCNaH Ha
KOHTpoOJIe (U3MYECKUM JIMIIOM TPOW3BOJICTBA TEPCOHAIBHBIX JAHHBIX, B T.4. U
OTHOCSIIMXCS K TPeThUM JuiaM. Ha cremyromem stame J0/DKEH OBITh OmpejelieH
QITOPUTM XPAHCHMSI, PACIPOCTPAHEHUS W YHUUYTOXKEHUS YKa3aHHBIX CBeleHUH. Bo
BHHMaHUE JOJKHBI OBITh IPUHATHI KaK COJIepKaTeIbHbIC, TAK U METaJaHHBIC.

[lepeHocss yka3aHHBIC BBIIIC BOMPOCHI, SBISIONIMECS OJHOBPEMCHHO W
OTPaHUYEHHUSMH, B IUIOCKOCTh peajii3allii IMPAaKTUYCCKUX JEHCTBHH, IerIecoo0pa3Ho
OTIPEJICIIUTh B Ka4eCTBE HEOOXOJMMOTO W MUHUMAJIBHO JOCTATOYHOTO KOMIUIEKC U3 3
BHJIOB TUIAHOMEPHOW U B3aUMOYBSA3aHHOW JI€SITEIbHOCTH:

e MHUHUMH3AIMA 00beMa IUGPOBOTO MTamMIa (HU3NIECKOTO JIUIIA;
e (opmHpoBaHUE CTAaHIAPTU3UPOBAHHBIX IIU(PPOBBIX CIICOB;
® aKTHBHOE BIUSHUE Ha COJEpKaHue ITU(PPOBBIX TCHEH.
VYka3piBasi, yT0 HU(PPOBOM MITAMII COCTOMT U3 IU(PPOBBIX CIEAOB M LU(POBHIX

TCHCfI, MmpaBOMEPHO 3aMCTHUTH, 4YTO B JaHHOM CJIyda€ HWTOroBasa cCyMMa OobIIe
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pe3yiibTara, IoJIiydacMoro Impu IpocToM CJIOKCHHUU yacTell u3-3a 3HAYUTEJILHO OoJiee

IMHUPOKUX BO3MOKHOCTEH I[B.JIBHCIZH.IGFO daHaJIn3a CBCACHHBIX BOCAUHO JaHHBIX.

5.1. MuHumu3zayus o6sema yugpoeozo wimamna huzu4eckozo auya

Munumuzanus odbema UGPOBOro mramna (U3NYECKOro JIMIA, MPEXIE BCETro,
[0/Ipa3yMEBAET MPUHATUS OCO3HAHHOTO U MH()OPMHPOBAHHOTO PEUIEHHUS O TOM, Kakue
JTaHHBIE, ISl KaKUX LieJed U B KakoM o0beMe (pu3nYecKoe JIMII0 HAMEPEHO MTPOU3BOIUTb.
B naHHOM KOHTEKCTE MpeAanonaraeTcs TPAaKTOBAaTh MOHATHE MEPCOHAIBHBIX JaHHBIX
MaKCUMaJIBHO MIMPOKO M MPUYMUCIATH K HUM JIIOOYI0 MH(pOPMALMIO, OTHOCAIIYIOCS K
OINPEJIEIICHHOMY WJIU OINPEAENIIEMOMY JIMIY — OT TPAH3aKIMOHHBIX JAaHHBIX J0 NEpEeyHs
omon B Gopmyisipe 3aka3za 3aBTpaka B roctuHune. OCOOEHHO Ba)KHO YYHUTHIBATh, UTO
IpU NPUHATHH PELIeHHs 00 UCIOJIb30BaHUM Kakoro jubo mudpoBoro nmpubopa, ceppuca
WIM TIPOrpaMMbl, B MEPBYIO OUYE€pelb, JTOKHO MPUHUMATHCS PEIICHHE O TOTOBHOCTU K
IPOU3BO/ICTBY MEPCOHAIBHBIX JTAHHBIX, a YK€ IOCIIE ATOr0 — O MOJIE3HOCTH U y100CTBax,
NOJIy4aeMbIX MPU HCIOJIb30BaHUU. BakHO OTMETHTH, UTO B ciydae € aOCOJIIOTHBIM
OOJIBIIMHCTBOM BHJOB OOOpYIOBaHHS W TPOIPaMMHBIX MPOJYKTOB pedb HAET O
IIPOU3BOJICTBE HEKOHTPOJIUPYEMOTO (PU3HUYECKHUM JIMIIOM U HEJIEKJIAPUPOBAHHOTO 00beMa
NepCOHANBHBIX JaHHBIX. Ha cregyromem 3rane HEOOXOOUMO  OCYIIECTBICHHE
IUTAaHOMEPHOH NI TENIbHOCTHU 110 PACIIPOCTPAHEHUIO MIEPCOHANIBHBIX JaHHBIX B MHTEpEcax
JOCTUKEHUS KOHKPETHBIX IleJied JMIa, YTO MOXET OBITh KaK CaMOCTOSITENbHBIM
npoiieccoM (Hampumep, pasMenieHne Gpororpaduii B COUAIBHBIX CETAX WIH PE3IOME Ha
caiiTe o Moa0Opy MEepCOHala), TAK U BCIIOMOTATENIbHBIM MO OTHOIIEHUIO K TJIABHOMY
(mpenocTaBieHNe MEPCOHATBHBIX JAHHBIX JIJIsl MPUOOPETEHUS! OMIIETOB, PETUCTPALIUS IS
noxydeHus nocryna k myonmmaaoit Wi-Fi cetu u mip.). IIpr 5TOM CTOUT MOCTOSIHHO UMETh
B BHUJY, YTO NPOM3BEACHHBbIE MEPCOHAIBHBIC JAHHBIE B IOJABISAIONIEM OOJIBIIMHCTBE
CIIydaeB MOTYT PACIPOCTPAHATHCS M BHE 3aBUCHUMOCTH OT KeJIaHUSl (PU3NYECKOro JIMIIA,
HanpHuMep, NePernocTOM B COLICETIX UM BeO-CEpBUCOM MO COOCTBEHHOMY PEILLIEHUIO.

OTtnenpHOE BHUMaHKE HEOOXOAWMO YAETUTH MPOU3BOJCTBY BAaIllUX MEPCOHAIBHBIX
JMaHHBIX TPETbUMHU JHMIIAMHM — CMapTQOHAMHM Jpy3ei, KamepaMH TOpOJICKOrO
BUCOHAOIIOCHN, oniepaTopaMu 06a3 AaHHBIX U mp. OOMUM MPABUIOM MOXKET CIYKUTb

JO0MYHMICHUE, YTO B HCIIPECPLIBHOM PCIKUME BCIACTCA C60p JaHHBIX (1)I/IBI/III€CKOFO Jana, BO
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MHOTMX CIIy4asX JaHHBIM IpoLecCc SIBJISETCA ClIydallHbIM, HEOCMBICICHHBIM M HE
KOHTpoHpyeMbIM. [TosrydeHHbIE TepCOHANIbHBIE TaHHBIE IIUPOKO BBOASATCS B 000POT, U
KOHTPOJIUPOBATh UX pacHpoCcTpaHeHHE (PU3MUECKUM JIMIIOM IMPAKTUYECKH HEBO3MOXKHO.
B c¢Bs13u ¢ 3TUM MakcMMaJIbHOE BHUMAHHE 11€J1IECO00Pa3HO YAEIUTh UMEHHO IPOLECCY UX

IMPOU3BOJACTBA U OKAa34aThb HA HCI'O BCC BO3MOKHOC BJIMAHUC.

5.2. dopmupoeaHue cmaHdapmMu3upo8aHHbIX YUPpPos8bsIX c/1e008

CrangapTu3vpoBaHHble IU(PPOBBIE CJlEABl MOTYT OBITh TNPUMEHEHBl s
OCYIIECTBJIICHUS M OTpaXeHHs B HMH(POPMAIMOHHOW Cpele PpEeryJspHBIX MPOLECCOB,
HEOOXOAMMBIX denoBeky. OTpaboTaB MexaHU3M (HOPMUPOBAHUA CJIEIOB HEOOXOAMMOTO
comepkanusi, (GU3MYECKOE JUIO0 TOJydaeT JOTMOJHUTENbHbIE BO3MOXHOCTH B
UCIIOJIb30BAHUM CEPBHCOB U MPHUOOPOB (Hampumep, MpHOOpEeTeHHe TOBApPOB IO Oolee
HU3KUM II€HaM), CO3/IaeT >KeJlaTelIbHOe OOIeCTBEeHHOE MHEHHE O cebe, OJJHOBPEMEHHO

3amuiasg 4aCTHYIO JKU3Hb.

5.3. AkmueHoe siusiHue Ha codepiicaHue Yyughpoasuix meHell

AKTHBHOE BIUSHUE Ha COJACpXKaHUE MHU(PPOBBIX TEHEH TOCTHKAMO, B IEPBYIO
ouepe/b, UCTIOIH30BAHUEM CHCTEMbI CaMOOTPAaHWUYCHHUI Ha NMEATCILHOCTh B OQUIaliH- U
oHyMaH-pexxumax.  [IpopaboTka  HeoOxomumoro  ¢opmara  TeHEW,  MO3BOJUT
CMOJIETTUPOBaTh TpeOyeMoe TOBEJACHHE M CTaHIAPThl AKTHUBHOCTH, IO3BOJISIONIUE
HACKOJIBKO BO3MOYKHO MPHUOJIM3UTHCS K 3a/IaHHBIM MapaMeTpaM OTPKCHUS PU3HIECKOTO
auna B UQPOBBIX TeHAX. BakHOe 3HAUYeHHWE WMEET HACTpOWKa armapaTHO-
MPOrPaMMHOTO KOMIIJIEKCA, HCIOJIb3yeMOTo (U3HUECKHM JIUIIOM, C TOYKH 3PEHUS
NPEIOCTABICHUS] MHHHMAJILHO JIOCTAaTOYHOW W BBIBEPCHHOW WHMOpMaruu, B T.4. U
METa/JIaHHBIX, TPU B3aUMOJCUCTBUM C TPETbUMHU JHUIAMU W HH(DOPMAIIMOHHBIMU

CHUCTCMaMU.
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6. IludppoBoe npucCyTCcTBUE

[{udpoBoe MPUCYTCTBHE HA HACTOSIIEM 3Tale Pa3BUTHS TEXHOJOTHHA HEOCTIOPUMO
BOXHO IS dPPEKTUBHOW JEATEITHHOCTH KaXJIOTO YEIIOBEKa, a Takke 3PPEKTUBHOTO
oOIIeHNsT ¢ IPYTrUMU JIIOJIbMUA BHE 3aBUCHUMOCTH OT MX MeCTa HaxokneHus. biaromaps
IU(PPOBOMY TIPUCYTCTBUIO YEIIOBEK BHICTPAMBACT CBOM COIMAJBLHBIC CBS3H U TMOBBIIIACT
KOMQOPT YCIOBUH JKU3HENCATETPHOCTH BCIIEA 3a pa3BUTHEM mporpecca. s
dbopMUpOBaHUS TTOJHOIEHHOTO ITU(POBOTO MPUCYTCTBUS HEOOXOAMMO MPEIOCTABICHUE
YEJIOBEKOM CBOWX TIEPCOHAJBHBIX JaHHBIX. [Ipu 3TOM ciieyeT ydecTh, 4TO JaHHAs
poIeaypa MOXKET OBbITh KaK KOHTPOJIHPYEMOUW CO CTOPOHBI CYOBEKTa MEPCOHATBHBIX
JAHHBIX, TaK W BBIHYKICHHOH, OCYIIECTBIISIONICHCS Oe3 ydJacTHsl caMoro cCyObeKTa
MOCPEJICTBOM JICATEIILHOCTH M YCTPOWCTB TPETHUX JIHIL. Pe3ylbTarhl B ATHUX JBYX
Cllydasx TPUBOMAT K CO3JaHMIO B IMPPOBOWM  cpeme IUPPOBOro  ciena
(KOHTpOIHPYyEeMOT0) U NU(POBON TEHU (BBIHYXJICHHOM), KOTOPhIE BMECTe (OPMHUPYIOT
1u(POBOH IITAMIT YETOBEKA M OMPEACISAIOT ero NU(ppoBOE MPUCYTCTBHE.

Jnsa peanuzanmu Hambosee 3dekTHBHON Moaenu U(POBOTO MPUCYTCTBUS U
obecrieueHusi 6€30MaCHOCTH CyOBeKTa Kak B IUGPOBOM cpefe, Tak U PealbHOM MHpE,
HEOOXOJMMO  TIIATEIbHO  KOHTPOJIMPOBATH  CO3MaHME MH(POBBIX  CICIOB U
MaKCHUMAaJIbHBIM CITOCOOOM YMEHBIIATh KOJWYECTBO OCTABIIACMBIX NU(POBBIX TCHEH,

KOTOPBIE MOT'YT IPUBECTH K HETATUBHOMY pPE3yJIbTATY.

6.1. Ileau

Cpenu ueneit ¢opmupoBaHus U(GPOBOrO MPHUCYTCTBUS MOXKHO BBIJIEIUTH
CJICTYIOIINE TYHKTHI:
e (QopmupoBaHHe LIHUPPOBBIMH CPEACTBAMH HEOOXOIUMOro oOpa3a JMYHOCTH
(reobOxoaumoro npodus);
® YCKOpPEHHE MPOIIeCCOB OOIIEHUS 3a CYET U(PPOBBIX CPEICTB KOMMYHUKAIIHH;
e IpuUMEHEHHUE MUPPOBHIX METOJOB YIIPABIICHNUS,

® TIPUMCHCHHUC III/I(i)pOBI)IX METOJ0B obecrieyeHus KHU3HEOACATCIIBHOCTH.
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6.2. 3adauu

B mpouecce ¢opmupoBanus nudpoBOro MpUCYTCTBUS BO3HUKAIOT CJEAYIOLIUE

3aJlavi, pCIICHUC KOTOPHBIX H606XOI[I/IMOI
® AKTHUBHOC HpOTHBOHeﬁCTBHe peain3aliui aKTYaJIbHbIX I/IH(bOpMaHI/IOHHBIX yIrpos,

e (opmupoBaHKEe HEOOXOAMMOTO HU(PPOBOro IMITaMIa MPEUMYIIECTBEHHO 3a CUET

1M (ppOBBIX TCHEH,
® TOJEpIKAHKE TIEPEIOBOTO AMMaPaTHO-TIPOTPAMMHOTO KOMITJIEKCA;
e cozgaHue 3QpPEeKTUBHON FIKOCPE]IbI CEPBUCOB, IPOrPaMM U IPUII0KEHHI;

® HHBCINPOBAHHNC BO3MOKHBIX HCTATHUBHBIX MOCJICACTBUHA OT HCTOCYAApPCTBCHHBIX

cHCTEM OOJIBIITUX JaHHBIX.

6.3. IIpuHyunbi

Jlnst obecnieueHns 0e30MacHOCTH CyObeKTa Kak B HU(POBON cpefie, TaK U peaJbHOM
MUpE, HE0OXOIUMO MPHUIEPKUBATHCS CIEAYIOIUX TPUHIUIIOB:
® KOHTpPOJb O(ialiH- U OHJANH-TIPUCYTCTBHUS;
e [uUIaHOMepHas paboTa B cepe cBsi3eil ¢ 001IECTBEHHOCTbIO;
® UCMOJb30BAHME KACTOMU3HPOBAHHOI'O allllapaTHOI0 KOMILJIEKCA;
® WCHOJH30BAHUE KACTOMH3MPOBAHHOTO MPOTPAMMHOTO KOMILIIEKCA;
® UCNOJb30BAaHUE KACTOMU3MPOBAHHOMN 3KOCPEIBI CEPBUCOB U NMPUIIOKEHUH;

® WCIIOJIb30BaHHUE CPEJICTB 3alIUTHI TPUOOPOB U MH(GOPMAIIUH.

7. PerameHT (MeTO/Abl) UMPPOBOTro NPUCYTCTBUA

JlaHHBIN ~ peryiaMeHT  OINUCHIBAET  OCHOBHBIE  MPUHIUINBI  (HOPMUPOBAHUS
s dexTrBHON MOAEIH UPPOBOTO MPUCYTCTBUSI C YU€TOM HEOOXOAMMOCTH TIATEIHLHOMN

3alIUTHI IICPCOHAJIBHBIX JaAHHBIX YCJIOBCKA.

7.1. Konmposupyembvie 30Hbl

Jns peanuzauuu 3pQGEeKTUBHOW MOJEIM UU(PPOBOrO MPUCYTCTBUS HEOOXOIUMO

HCIIOJIb30BAHUC TIPUHIIHUIIA KOHTPOJIHUPYCMBIX 30H, 3aKIHOYAOMCTOCA B pasrpaHU4YCHHUN
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JocTyna K TMEepPCOHAJIbHBIM JIaHHBIM B 3aBHCHUMOCTH OT TEKYLIEH HCHOJIb3YIoLIeics
KOHTpOJUpyeMor 30HBL [IpuMeHeHne AaHHOTO MpPHUHIMNA BAXXHO i1 (popMHUpOBaHUS
KyJIbTYphl B3aUMOJCUCTBHS CO CBOeM IU(GPOBONH JUYHOCTBIO M oOecreyeHus
Oe3omacHocTH TMGPOBOr0 HpucyTcTBUsA. HecMoTpss Ha Ha3BaHWe, NAHHBIA MPUHIIHIL
npelycMaTpUBaeT HEKYIO0 THOKOCTh, CMEIIEHHE PAMOK KOHTPOJIUPYEMBIX 30H B CTOPOHY
Y)KECTOUCHHSI WJIM CMSTYCHHS HAKJIaJbIBA€MbIX OTrPAaHMYEHUN Ha OCHOBE pEIICHHUS
CyOBeKTa.

Kontponupyembie 30HBI ONPEAETSAIOT JOCTYMHOCTh MEPCOHANBHBIX JaHHBIX
cyobekTa B peasibHoM Mupe. K mpumepy, B paboueit 00CTaHOBKE MOJIb30BATEIb MOXKET
UCIIOJIb30BaTh pabounii, 00IIEIOCTYTHBIN TenedOH Ui CBSA3H C OOIIECTBEHHOCTHIO, a Ha
TEPPUTOPHHA CBOETO JTOMOXO3SIMCTBA — JIMYHBIN Tene(OH Ui CBSI3U C Y3KHUM KPYTroM
OJIM3KUX U APY3CH.

Kontponupyemas 30Ha oOmpenensercss TEePpUTOpUei CyOBeKTa IepPCOHANTBHBIX
JMAaHHBIX, HA KOTOPOW HCKIIOYEHO MpeObIBaHUE JHIl WIH OOBEKTOB, HE HMMEIOIINX
nomycka. B Tabmuue HuKe  OPOAEMOHCTPUPOBAH — MPUHLUIN  (OPMHPOBAHUS

KOHTPOJINPYEMBIX 30H.

Tabmuua 1. KoHnenmus KOHTPOIUPYEMBIX 30H

Konuenuusi KOHTpoJMpyeMbIX 30H

Hynesas IIepBas Bropas
IIpucyrcrBue

A HET HET
HEOYIEHHBIX JINLL
Hamnune
HE0BEPEHHBIX
MTOAKTIOUEHHBIX/ A A HET
HEMOJIKJIFOUEHHBIX K
WuTepHery npubopos
3amuTa nepuMeTpa HET HET JA
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Kak BugHo w©3 TaOiuibl, B  YCIOBUAX BTOPOH, camMod  3alllMIICHHON
KOHTPOJMPYEMOW 30HBI, CYOBEKT TIEPCOHANBHBIX JAHHBIX MOXET OrPAaHUYUTh
NPUCYTCTBUE TMOCTOPOHHMX JIMI], OTKIIOYUTH YCTpoicTBa OT WHTepHera u mpu
HEOOXOAMMOCTH 3alIUTUTh MapaMmMeTp OT YTEYEK NEPCOHANBHBIX JTAHHBIX C MOMOIIBIO
CTOPOHHHMX amnmapaTHBIX CPEACTB (HAampUMep, OT CheMa AaKyCTHUECKHX KoJeOaHuM
crekon). TakuM oOpa3oM, CyOBEKT CMOMKET HAaXOAUThCS B OE30MAaCHOCTU, HE OIMacasich
yTeUeK NEPCOHANbHBIX JaHHBIX W HEXKENAaTeNbHBIX TIOCIEICTBUMA, KOTOPbIE MOTYT
BO3HUKHYTh BIIOCIEACTBMU. BO BTOpOW KOHTPOIMPYEMOM 30HE TMOJ 3alUTOU
CIICLUATIBHBIX CPEJICTB MOTYT XpPaHUThCA (PUHAHCOBBIE CBEJEHUS, CBEICHUS O 3/I0POBhLE,
uH(pOpPMAIIHS O YACTHOM KU3HU CYObEKTa U T.II.

Jns popMupoBanusi 1UPpPOBOro MPUCYTCTBUS CYOBEKT MEPCOHATBHBIX JaHHBIX
MOJKET MMPUMEHUTH Ha MPAKTUKE KOHTPOJIUPYEMYIO 30HY HYJIEBOTO HIIM MEPBOTO YPOBHS,
B 3aBUCHUMOCTH, TpeOyeTcs JH NPHUCYTCTBHE JIHMI, C KOTOPBIMH HEOOXOIUMO
OCYIIECTBIISITh COITUATBLHOE B3aUMO/ICHCTBUE.

Kontponupyemass 30Ha MpeaycMaTpUBacT OJWH WJIM HECKOJIbKO TEPUMETPOB.
Kaxnpiii 13 mEepUMETpOB OTAEIBHO MOXET OBITh KaK OXpaHSIEMbIM, TakK HM HeE
OXpaHse€MbIM, B 3aBHCHUMOCTH OT YPOBHS CYIIECTBYIONIEH Yrpo3bl H MOJETHU
npaBoHapymuTens. PU3NYECKH MOTYT CYIIECTBOBATH KaK TMEPUMETp JOIMYyCKa Ha
TEPPUTOPUIO OpTaHU3AIMK, TPEOYIOMUI OJHOTO YPOBHS pa3peuieHus, a Takke
BHYTPEHHUW  TEpUMETp JOMyCKa B  OTJEIbHBIE  TOMEIICHUs, TPeOYIOIIHi
JIOTIOJIHUTENIPHOE pa3pelieHrne. B KakIol KOHTPOJIUPYEMOM 30HE IPUMEHSIOTCSA

PA3INYHBIC TCXHUYCCKHUE CPCACTBA U CIIOCOOBI 3aIIUTBI 1 KOHTPOJIA.

7.2. [Ipogpunu

HNudopmaiusi, KOTOPYI0 CYObEKT NMEPCOHANBHBIX JAHHBIX MepenacT B IU(PPOBYIO
Cpely, OCTaeTcsi MPUBSA3aHHOW K MCTOYHUKY W uaeHTHUduupyer ero. Kaxnmaeni "mar"
U(pPOBOTO0 TPHUCYTCTBUS (DUKCUPYETCS, AHATU3UPYETCS U TO3BOJISET OIPEACIIUTh
cyOBeKTa, y3HATh HOBBIE CBEICHHUSI.

Kaxxplii TOJ MOSBISIOTCS HOBBIC HAKONMTENIW M MCTOYHHKHU JIAHHBIX: JATYUKU W
HOCHMBIE YCTPOWCTBA, yMHAasi ObITOBas TEXHHWKA W Jp. [{0SBISIOTCS HOBBIE CEPBUCHI U

IMPUIIOKCHM, 3allpallnBarOIue U CO6I/IpaIOIHI/IC JaHHBIC O II0Jb30BATCIIIX.
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Ho y pa3mewmenus unpopmauuu B MHTepHere nBe cTOpoHbl. Tak, myOnuuHOE
pa3MelieHue reoJoKauu B COOOIIEeHNH NPUBJICKACT NOTEHIHATBHBIX
3JI0YMBIIJIEHHUKOB: HHPOPMHUPYET 00 OTCYTCTBUU IOJIB30BATENIS B )KUIIHILE, HAIPUMED.
Ho Tax>ke mo3BoJisieT ObICTPO U yA00HO OPOPMUTH 3aKa3 HA CaliTe JOCTaBKH.

[TosToMy mosib30BaTeNt0 HEOOXOJUMO OINPENEATh, KOMY M KaKHE CBEJCHHS O HEM
OTKPBITHI, a JUII KOTO - 3aKpbIThl. OmmcaHHas KOHIENIHS MpoduiIeil mo3BOIsSET 3TOro
JOCTUYb.

[Tpunuun npoduieil cyObeKkTa NEpPCOHAIBHBIX MJaHHBIX B LU(POBOU cpene

HAITOMHWHACT KOHICTIIWIO KOHTPOJIbHBIX 30H, KaK ITOKa3aHO B Ta6J'H/H_[e HMXKC.

Tabmmna 2. Konuenmwms npoduieii ¢ mpeocTaBIeHueM JaHHBIX 110 BEIOOPY MOJIh30BATEIS

o

BAHKOBCKHUH

[

NYBJINYHbIN

[

CEPBUCHbBIAN

[

OCHOBHOU

[

PABOYUH

[

rocycjyru
JIMUHBIN

®UO (n1u IceBIAOHNM)

IHopTper

OTneyaTky najbueB

Mecto paGoThI

JoaxHocTh

3BaHus, cTenneHn

Jomamnuii aapec

PaGounii aapec

Jomamnuii Tenedon

Pabounii Tenedon

MoOunbHbIii TesiedoH

CnennanbHbiii TesiegoH

OcHOBHOI1 aapec JIEKTPOHHOM MOYThI

JIONOJIHUTEIBLHBIN aipec JIEKTPOHHOM MOYTHI

Paboumii agpec 371eKTPOHHOM NMOYThI

BpeMenHblii aapec 3JIEKTPOHHOM MOYThI
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Meccenmxep

Caur

ABTO

JlokyMeHT

bankoBckas KaprTa

[Tonb3oBarens ¢GopMHUpPYyeT BOKPYr cBOoed LU(POBOM JUYHOCTH YHUKAIbHBIE
KOHTPOJMPYEMBIE 30HBI, KOTOpBIE OTIMYAIOTCS HAOOPOM JIOCTYIHBIX HCXOMASIINX
NEPCOHATBHBIX JAHHBIX U HAOOPOM JTOMYIIEHHBIX BXOMASAIINX CEPBHUCOB, MPUIOKEHUN U
Opyrux juil. B 3aBUCHMOCTH OT KCIIOJIB3yEMOIO MPUIIOKEHHS/CEPBUCA WM YCTPOIICTBA
MOJIb30BAaTENh TMPENOCTABISET TOJBKO TE€ JaHHbIE, KOTOpPble HEOOXOIUMBI IS
3¢(EeKTUBHOTO B3aUMOJEHUCTBUA ¢ HHMM B 1udpoBod cpene (¢ ydyeTom, UTO
oOecrieynBaeTCsl JOKHAS CTENEHb 3alllUThl MEPCOHANBHBIX JIaHHBIX). B Tabnuiie Bhiie
NPUBEJCH KpPAaTKUl BapuaHT KOHIIEMIIMHM, KOTOpas Ha caMoOM Jeie TuOka U HMeeT
MHOECTBO Bapualuii (KOHTPOJUPYEMBIX 30H), 3aBUCSAIIUX OT CYOBEKTUBHBIX
noTpeOHOCTEN TOIB30BATETIS.

[TpuBeneHHbIE MOJS SABISIOTCA UMEHHO NMPUMEpPaMU M MOTYT PETyJIHpPOBATHCS IO
NOTPEOHOCTSM IOJIH30BATEIICH.

Tak, nyOonuyHbld NPOPMIL MOKET MOAPa3yMEBATh MCIOJIb30BAHUE HEKOETO
00HapOI0BAaHHOTO TICEBJIOHMMA, OOIIETOCTYIHOTO AaKKayHTa B COLMAJIBHOM CeTH Hu
HOMepa TeledoHa, MO KOTOPOMY MOJKET JIO3BOHHUTBCS JIFOOOW kemaromuid. JIMaHbIi
npoduns HaoOOpOT, NpeanojaraeT NPUMEHEHHE JHYHOIO Tene(OHHOr0 HoMepa,
pPEaIbHOr0 UMEHM U JIMYHOM 3aKPBITOM CTPAHUILIBI B COLUAIIBHON CETH.

[IpencraBneHHas B Tabnuue KOHIENIHS MPOPUICH HOCUT HCKIIOUUTEIBHO
JIEMOHCTPAIIMOHHBIM  XapakTep; KOJIMYeCTBO mpoduiaedl ¥  JaHHbIE, KOTOpHIE
NPEOCTABISIIOTCS B paMKaX KaKJIOr0 M3 HUX, PETYJIUPYIOTCS CaMUM CYOBEKTOM
NEPCOHANBHBIX JaHHBIX. [Ipy 3TOM cleayeT yunThIBaTh, YTO YEM MEHBIIE IEPCOHATBHBIX
JAHHBIX MPEIOCTABIISIETCS, TEM MEHbILE BEPOSITHOCTh UX YTEUKHU U pealn3alUu yrpo3bl

0€30macHOCTH B aJpec CyObeKTa.
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7.3. Pa3peweHus1 HaA 06pa60mkKy nepcoHAA1bHbIX 0AHHbIX

Ha paHHBIE MOMEHT BpEMEHHU JOJDKHBIE MEpPhl MO KOHTPOJIO 3a CcOOpOM,
00pabOTKON M XpaHEHUEM MEPCOHABHBIX JTAHHBIX 00€CIeYMBAIOTCSI HE B MOJIHOM Mepe.
B Buny sroro, nns oOecrieyeHus MaKCUMaIbHOM CTENEHU 3alllUThl OT MOTEHIMAIBHOIO
BO3JCHCTBUSL  Yrpo3 OE30MACHOCTH IEPCOHANBHBIX JIaHHBIX, CIEAYET CBECTH
HNOJTBEPKACHNE pa3pelleHnii K MUHUMYMY. B ciydae, ecnu paspemienue Ha oOpaboTKy
NEPCOHANBHBIX JAHHBIX J1s QopMupoBanus >(P(EKTUBHOM Moaenu UHUPPOBOTO
HNPUCYTCTBUSL HEOOXOAMMO, CIeyeT BHUMATEIbHO 03HAKOMHUTHCS C TEKCTOM JIOKYMEHTa
U MPEJOCTaBUTh MUHUMAJILHBIM Ha0Op MEPCOHANBHBIX JAHHBIX (€CIIM TaKOE BO3MOKHO),
a1u00 BOCIIONB30BATHCSA IMPOTrPaMMOM/yCayroi, He MpelycMaTpUBaroIleld JIoCTyn K
NEePCOHAIBLHBIM JAHHBIM I10JIb30BaTeNs (JINOO CBOAAIICH €ro K MUHUMYMY).

[Ipy HaACTyIJI€HMM MOMEHTA MPEKpPAILEHUsl HCIONb30BAaHUS MPOTrPaMMbl/yCIYyTH,
JUI KOTOpPOM pasperieHne Ha o00pabOTKy IEepCOHAIbHBIX JaHHBIX MPEIOCTaBIICHO,
HEO0OXO0IMMO BPYYHYIO OTO3BaTh pa3pelleHue U 00g3aTh COOTBETCTBYIOIIETO OlepaTopa
NEPCOHATBHBIX JTaHHBIX (CO CTOPOHBI pa3pabOTYMKa MPOrPaMMHOIO 00ECHedeHUs: WU
BJIAJIENblIa TPEIOCTABISIEMONM YCIYTH) YyIaduTh IEPCOHAJIBHBIE JaHHBIE C LEJbIO

MMpECaAyNnpeIKACHUA YI'PO3bl HX HCCAHKITHMOHUPOBAHHOI'O UCIIOJIb30BaHUA.

7.4. Hacmpoiika annapamHo-npoz2pammHo20 KoMnjaekca

Tak kak B HacTosIIee BpeMs KyabTypa IU(GPOBOrO MPHUCYTCTBHS TOJIBKO
bopMHUpYyeTCS U €ro YYaCTHUKH HE 3aJlyMBIBAIOTCSA O PHCKAX MPUCYTCTBUSA B IHU(PPOBBIX
cpenax, Heo0X0UMO BCeoOBEMITIONIEE OMOBEIIEHUE U 00yUeHHEe HOpMaM 0€30TMTaCHOCTH.
JlaHHBIC HOPMBI KacaroTCsl HE TOJBKO KOHTPOJS TMPEAOCTaBISIEMbIX JTaHHBIX, HO H
MaKCUMAaJIbHO BO3MOKHBIX MEp IO 3alIMTe OT yIpo3 0E30MacCHOCTH, CIIOCOOHBIX MOBJICYb
HECAaHKIIMOHUPOBAHHOE  pPACKPBITHE, YHHUYTOKECHHE, HW3MEHEHHE, OJIOKHpOBaHUE,
KOIIMPOBAHKUE, PACIPOCTPAHCHUE TEPCOHAIBHBIX JaHHBIX. [loMHMO TpoduIMpOBaHUs
U(PPOBOrO MPUCYTCTBHUS U COOIOCHHUS MPUHIIMITA KOHTPOIMPYEMBIX 30H, HEOOXO0IUMO
UCIIOJIb30BaTh HECKOMIIPOMETHPOBAHHOE allapaTHOE M MPOrpaMMHOE oOecreucHue, a
TaKXe KOH(QUTYPUPOBATh €ro JOJDKHBIM 00pa3oM.

BaxHO OTMETHTh, YTO OMNHCHIBAEMBbIC TMPUHIUIBI HACTPOHKHA MPOTPAMMHOIO

000py/IOBaHMSI HE TapaHTUPYIOT CTOMPOIEHTHOM 3alIUThl OT YTEYEK NEPCOHAIBHBIX
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JaHHbIX, IMO3TOMY HOOJDKHBI HCIIOJB30BATHCA COBMCCTHO C OpI‘aHI/ISaHI/Ief/'I O(l)ﬂaﬁH- 141

OHJIAMH-TIPUCYTCTBUS.

Al'll'lapaTHOE obGecrieyeHue

Heob6xoauMo  TIIATeNbHO MOAXOAWTH K  BONpOCY BbhIOOpa  ammapaTHOIO
oOecrieyeHusi, 0 BO3MOXXHOCTH OpPHEHTHUPYSCh Ha YCTpoOHCTBa 03 SBHBIX (aKkTOB
TUCKpeIuTalud. BpiOnpaeMble yCTpONCTBAa JOJDKHBI  MOAJAEPKHUBATh IOCIEIHUE
pa3paboTKK B IUIAHE 3alUThl MEPCOHANBHBIX JAaHHBIX U paboTaTh MOJ YIpPaBICHHEM
aKTyaJIbHbIX ~BEpCUM  ONEpPALMOHHBIX CHUCTEM C IOCIEIHUMU OOHOBIIEHUSIMU,
NO3BOJISIOUIMMH 3aKPbITh U3BECTHBIE OpELIH B CUCTEME O€30MaCHOCTH.

Kongurypanuu  ycTpoiicTB HE  JOJKHBI  MOJAEPKUBATH  BO3MOXKHOCTb
HECAaHKLIMOHUPOBAHHOIO JOCTyNa, KaK IO CETEBbIM KaHajlaM, TaK W C IOMOIIbIO
BHEIIHUX YCTPOMCTB M ONTHYECKHX JUCKOB. Kpome Toro, He pgomyckaercs
UCIIOJIb30BAHUE CTAHIAPTHBIX (A€PONATHBIX) Hapoie A JIOoCTyna K anmnapaTHOMY
o0ecreueHuIo.

Hocurenu uHpopManuu B ycTpoilcTBaxX IOJIKHBI MOAJIEPKUBATh M HCIOIb30BATh
mudpoBaHue TaHHBIX.

[Ipyn mpojake WJIM YHUYTOKEHUU YCTPOMCTB, XpaHSAIIMX JaHHbIE (K IpHUMEpY,
ONEpPaTUBHON NaMATH WM KECTKHX TUCKOB), HEOOXOIUMO YOEIUThCS B TUIATEIHLHOM
ynaneHuu (YHUUTOKEHHH) TaHHBIX Ha HOCHUTEJE U HEBO3MOKHOCTH UX BOCCTaHOBIICHUS.

JI1s1 5TOro UCHOJB3yIOTCS CIIENMAIBHBIE TPOTPAMMHBIE WJIU AIIIAPATHBIE HHCTPYMEHTHI.

[IporpamMmMHoOe o6ecnieyeHue

[IpakTHUecKu BCe YCTPOMCTBA HAXOATCS IO YIIPaBICHUEM HECKOJIbKUX HanOoiee
pacIpOCTPaHEHHBIX OMNEPAIMOHHBIX cucTeM. Cpenu STUX YCTPOHUCTB — CMapT(OHBI,
TEJICBU30PbI, HACTOJIbHBIC KOMIIBIOTEPBl W HOYTOYKH, TIUIAHIICTHBIE KOMITHIOTEPHI,
aBTOMOOWIIM U MHOTOE JIpyroe. BaykHO KPUTHYECKH MTOAXOIUThH K BRIOOPY ONepariioHHON
CHCTEMBI CBOEr0 YCTPOWCTBA — M HE UCIOJb30BAThH TE€, O KOTOPBIX UMEIOTCS CBEJCHHUS O
auckpenutanuu. Takxke HEOOXOJUMO YYHMTHIBaTh Ba)KHBIM aCIEKT, Kacarouluics
UCIIOJIB30BaHMS TOJBKO O(HIIMATBHBIX BepcHil cucTeM. Bepcuu, Haxomsmuecs BO

B3JIOMaHHOM BHJIC B OTKPBITOM AOOCTYIC, MOT'YT COACPKATH 3JIOBPCIHOC IMPOTPAMMHOC
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oOecneucHue. Iloap3oBaTelb JOJIDKCH O6J'IaI[aTI> JOCTATOYHBIM CCTCBBIM OIIBITOM H

TEXHUYECKUM OIKTpayHIOM, YTOOBI OTIMYUTH O€30MacHyI0 COOPKY OT HEOE30MaCHOM.

HCO6XO,Z[I/IMO OoImrpaTrbCiad Ha CICAYIOIIMC IIPHUHIOUIIBI, OTHOCAIIHMCCA KaK K

OICpalilMOHHBIM CUCTECMaM, TaK 1 K IIPUKITATHOMY IPOTrpaMMHOMY 00ecCIIeueHHIO:

1.
2.

[Tonp30BaThCS TUIIEH3NOHHBIMUA BEPCUSAMHU ITPOIPaMMHOT0 00eceueHus;

[To BO3MOXKHOCTH/IpU HEOOXOJUMOCTH J€laTh BHIOOP B IOJIB3Y 3alMIIEHHBIX
OIepalMOHHBIX CUCTEM;

CkaunBaHH€e NPUIOKEHUN MPONU3BOAUTH TOIBKO Yepe3 OPUIMAIbHbIE HCTOUYHUKH;
Bcerna  mpoBepsATh  HaAEXKHOCTh  NPOU3BOAMTENS  NPUIOKEHUs  (He
OTPaHWYMBATBbCA HUCKIIOUMUTENBHO pEeHUTHHraMu Jpyrux I[oJb3oBaTele u
OT3bIBaMH) U OQPUIIMATBEHOCTH COOpPKH (MIPOBEPATH XDAII-CYMMY 3arpy>KeHHOTO
¢aiina u gpyrue MeTobl);

VYcTaHaBiMBaTh TOJBKO MHUHUMYM HYKHBIX MPWIOKEHUHA U CBOEBPEMEHHO
yIAISITh HEUCHOJb3yeMble MporpaMMbl. OCOOEHHO 3TO KacaeTcs YS3BHUMOI'O
porpaMMHOro obecrieueHus, Takoro Java u Flash;

OtpaBaTh NpPEANOYTEHHE MPOrPaMMHOMY OO€ECIEeYeHHI0, KOTopoe o0nanaer
(YHKIMOHAIOM 3alIUThI OT yT€YEK MEePCOHATBHBIX JaHHbIX;

BHUMATENbHO M OCO3HAHHO NPEIOCTABIATH JOCTYN K MEPCOHAIBHBIM JAHHBIM
IPY TOSIBIIEHUH 3aPOCOB OT YCTaHABIMBAEMOI'O IPOTPaMMHOI0 0OECTIeueHUS,
BHuMarenpHO aHaIM3UpOBAaTh JIMIEH3UOHHBIE COTJAIIEHUS Ha MpeaMeT
00s13aHHOCTEN MOJIB30BATENS U Pa3pabOTUHKa;

CBoeBpeMEHHO  OOHOBIIATH  MpOrpaMMHOE  obOecrnieueHue W JpaiBepsl

UCITOJIB3YEMBIX YCTPOUCTB

10.B cnyuae moakiaroueHust k Toukam jgoctyna Wi-Fi, Bluetooth, a taxke 0a3oBbiM

CTaHIMSM OlepaTopa COTOBOM CBSI3M MO BO3MOKHOCTH YAOCTOBEPSTHCS B
HAJIeKHOCTH yCTPOMCTBA CBA3M. He OCylecTBIATh MOAKIIOUEHHE K ITyOJIMYHBIM
(OTKpBITBIM) TOYKaM JocTyna K uudpoBoil cpene. OTKIIOYATh HEUCIOIb3yEMbIE

UHTEp(ECH CBA3H;

11. Ucnons30BaTh HAACKHBIC MAapOJbHBIC MOJIUTHKH. He AOIMYCKAaTh HUCIOJb30BaHUC

CTaHJAPTHBIX (A€PONITHBIX) MAPOJICH IJis JOCTyMa (a TakKe OTKPBITOrO JIOCTYTA)

K IporpaMMHOMY o0ecnedeHuto. [Io BO3MOXKHOCTH CIEIYyET HCIIONb30BaTh
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CHCTEMBI MHOTO(haKTOPHOM ayTeHTU(UKALIIH C HIOMOIIBIO
HECKOMITIPOMETUPOBAHHBIX YCTPOMCTB;
12. TIpuMeHsTH CpeaCTBa aHTUBUPYCHOM U aHTU(UIIMHTOBOM 3aIIUTHI.

Taxke HEZOMyCTHMO OTHOCHUTHCS K JMYHBIM TIOPTATUBHBIM YCTPOMCTBaM Kak
NyOJUYHBIM, TOCTYIHBIM JUII OOMEHa C APYTUMH IOJIb30BaTENSIMH, BO3MOKHBIMU JUIS
BPEMEHHOTO WCIOJIB30BaHMs APYTUMHU JUIAMH. Takoe MOBEACHHE YIPOIIAeT TOCTYM K
ONEPAallMOHHONH  CHCTEME CO CTOPOHBI  HEJOBEPEHHBIX JIMI] M  HapyllaeT
KOH(HUICHIINATIEHOCTD JTAHHBIX.

OTtnenpHO CTOMT OOpamath BHUMaHHE Ha Opay3epHbIe MPUIIOKEHHUS — UM TIOCIHe
OTIEPAIlMOHHBIX CHCTEM JOCTYIEH Hanbosee OOMMPHBIHN MIaCT JaHHBIX O MOJH30BAaTEINE.
Kak u B ciywyae ¢ mpoymM HpOTpaMMHBIM OOECIIEYeHHEM, CIEeIyeT AelaTh BHEIOOp B
CTOPOHY TMpOrpamMM, akICHTUPYIOIIMX BHUMAaHHE Ha OTCYTCTBHE DIEMEHTOB
OTCJIC)KUBAHUS JCHCTBUN TOJB30BATENSI W TMPEIOCTABISIONINX JOMOJHUTEIEHBIE MEPHI
TI0 3aIIUTE OT Yrpo3 0€30IaCHOCTH MEePCOHATBHBIX JAHHBIX.

[Ipu BbIOOpPE HOOOTO  APYroro MNPOrpaMMHOIO  OOECHEYEHHs]  CIEeNyeT
PYKOBOJICTBOBATbCS TEMH JK€ TNPHUHIMIIAMH, a TaKXKe HE JOMYyCKaTh BO3MOXKHOCTHU

YCTAHOBKHU IIPOIrpaMMHOI'O obecreyeHus HCIOBCPCHHBIMU JIMLIAMH.

HpeBeHTPIBHbIe Mephbl

B Bompocax wuHpOpManuMoHHOW O0€30MacHOCTH, Kak U JIOObIX cdepax
MPEAYNPEKICHUS PUCKOB, BAXKHO MPEANPUHUMATH MEPBI, MNPEIYNPEKIAONIUE PUCK.
JlesTenbHOCTh N0  YCTPAHEHHMIO TMOCJIEJACTBUM, IO CYTH CBOE€H, HE SBISETCSA
HaIpPaBJICHHOHN Ha nojjaepxKaHue 0e30MacHOCTH.

[TosTOMy monb30BaTenb NOJDKEH OCO3HABATH CBA3b II0JB30BAHUS YCTPOMCTBOM C
yrpo3aMu TaKOTO MCIOJIb30BaHUSA, YUUTHIBAsL POCT HH(OPMALIMOHHBIX PUCKOB.

B 0OJBIIMHCTBE TOJHOIIEHHBIX CEPBHUCOB IOJIB30BATENIM HCIOIb3YIOT YYETHBIC
3amuCy. Y4eTHas 3aluCh UCIIOJIB3YETCS JUIsl COXPAHEHHsI HACTPOEK, aBTOPHU3ALUNA U IS
CUHXPOHU3ALUN MEXKY YCTPONCTBAMH.

PexomenayemMon MpakTUKON SIBISETCA CO3JaHUE HE MEHEE ABYX YYETHBIX 3aIlIUCEH.
OpHa U3 KOTOPBIX MPEJOCTaBIsAET NMpaBa aAMUHUCTPATOPA, a Apyras — NpaBa OOBIYHOTO

ITOJIB30BAaTCJIA. HpI/I pa60Te B YCJIOBHUAX TOBBIIICHHOI'O PUCKaA CICAYCT HUCIOJIb30BAThH
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3alUCh C OTPaHUYCHHBIMU TpaBaMu. Jlake ecliy 3amuch MoJb30BaTeNs OyIeT B3JIOMaHa,
0e3 mpaB aJMUHUCTPATOPA 3TTOYMBIIICHHUK HE CMOKET HAHECTU CEPHE3HOr0 Bpea.

Taxke HEOOXOAMMO MCIOJIB30BAaTh pa3HbIE yUYETHBIE 3allUCH Ha Pa3HBIX
YCTPOICTBAX W HE CHUHXPOHU3UPOBATh HX MEXKIAy COOOH, IO KpailHel Mepe, B
aBTOMATHYECKOM PEKUME.

Mexnay TteMm, MOJIb30BAaTENb MOJKEH NPEANPUHHMATh IIard Ha Ccliydaldl CBOEH
OmMOKN WM Ha Cciay4ail o0xo/Ja 3J0YMBINIUICHHUKOB Mep Oe3omacHOCTH. [loaTomy
MOJIb30BATEII0 HEOOXOIUMO 4Yepe3 OMNpe/esICHHbIE MPOMEXKYTKH BPEMEHH CO3]/1aBaTh
pE3EPBHBIC KON YyBCTBUTENBHBIX JAHHBIX U XPAHUTh KX HA HECKOMIIPOMETUPOBAHHOM
YCTPOWCTBE B O€30ITaCHOM MeECTe.

[IpuHsTHE TPEBEHTUBHBIX MEP IO3BOJIMT CYIIECTBEHHO CHU3UTHh YpPOBEHBb

WH(OPMAIIMOHHBIX YTPO3 B OOIIECTBE.

7.5. Opzanu3zayus oHaallH u ohaaiiH npucymcmeus

Haubonee BaXHbIM 3JEMEHTOM O€30MACHOCTH SIBISIETCSI KOHTPOJb CBOETO
MOBEJEHUA M OTPaXXEHHE €ro B ammapaTHbIX M IPOTPaMMHBIX CpPEACTBaX IyTEM
KOH(UTYypUpOBaHHUs, 10OABIEHUEM UHCTPYMEHTOB, 00€CIEUMBAIOIIUX TOMOIHUTEIbHbII
YPOBEHbB 3aIUTHI, WM OTKa30M OT T€X WJIA UHBIX (QYHKIUH.

K Takum srneMeHTaM KOHTPOJSI CIEAYeT OTHECTH HEOOXOAMMOCTH 3alllUThI BCEX
YCTPOMCTB C MOMOIIBIO CIOXHBIX MapoJIbHBIX (pa3, NPUMEHEHHIO 3allMIIEHHBIX
kaHanoB cBs3u tuna VPN u oTkiroyeHWe MOTeHIMaIbHO HeOe30MmacHbIX (DYHKIIUM,
TaKUX, KaK TeOoJIoOKalus, B cllydae OTCYTCTBHSI HEOOXOJMMOCTH HCIIOJIb30BaHUsS (K
npuMepy, B cMapTdoHE TpPHU  OJHOBPEMEHHOM  HCIOJB30BAaHUHM  OTAEIBHOTO
HABHUTAIIMOHHOT'O YCTPOMCTBA).

[Tpu 3TOM, IO BO3MOXHOCTH, HEOOXOIUMO HCIIOJNB30BATh PA3IMYHbIE TEXHOJIOTHU
3alUIICHHBIX KAHAJIOB CBS3U.

Y4eT cBOEro MOBEICHHS M HACTPOWKH YCTPOMCTB B COOTBETCTBYIOLEM CBOEMY
MOBEJCHUIO BHJE IIO3BOJIUT CBECTH YIPO3bl HMHPOPMALMOHHOH OE30MaCHOCTH K
MUHUMYMY, TOBBICUTh KauecTBO J0BepuUs B HH(POPMAIMOHHOM cpele M 3allUTUTh

ITIOJIB30BAaTCJIA.
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®opMupoBaTh CBOM INPUBBIYKU IOBEACHHUSA C y4€TOM LHU(POBOro MNPUCYTCTBUS
ClelyeT 10 MPUHIUIAM HENPEPBIBHOM CIEXKKH, IIOCTOSIHHOTO pPHCKA YTEUKH
NEPCOHATBHBIX JAHHBIX W MOHMMAHHUSA, YTO IEpellaHHble B IU(POBYIO CpeAy IaHHbIE
OCTAaIOTCsl TaM HaBCET/a.

[Tpu ucnonap30BaHUK IPOrPaMMHBIX CPEACTB U MIHTEpHET-CEpPBUCOB ClIEAYeT J1e1aTh
BBIOOD B MOJIb3Y TE€X, KOTOPHIE:

1. He nuckpenuTHpoOBaHbI;

2. 3ampamuBaioT pas3pelieHne Ha MUHUMAIBHBIA HA0Op MEPCOHAIBHBIX JTaHHBIX
(y1u0o He 3ampaiIuBaOT BOBCE);

3. O0OsagaroT CpelcTBaMU CKBO3HOTO INHM(POBAHUS TNEPCOHAIBHBIX JaHHBIX B
mu(ppoBOM  MEpUMETpe U JoKa3and  A(P(PEKTUBHOCTb  3TUX  CPEACTB
UCCIIEZIOBAaHUSIMU COOTBETCTBYIOIINX OPTaHOB U OpraHU3aLUi;

4. Peanu3yroT IONOJHUTEIbHBIE MEPHI 3AIUTHI IEPCOHANBHBIX JAHHBIX (K MPUMEPY,
HE JIONyCKas UX XpaHEHWE WU OCYLIECTBIISAsS YyAaJeHHE 4epe3 KOPOTKOE HWIIH
OIpEJICICHHOE BpeMsi) IOJb30BATENEH; a TaKKe JIONMYCKAIOIUX MOJIKIIOUEHUE
yepe3 3allMILEeHHbIE IPOTOKOJIbI CBSI3U;

5. JlomyckaloT ynajieHHe NepCOHAJIbHBIX TaHHBIX ABTOMATUYECKH HWJIM BPYUYHYIO
(o4MCTKa MCTOPUM MOCEUIeHU B Opay3epe, yaaJeHHe >KypHajla MCIOJb30BAHUS
MpOrpaMMBbI U T.1I1.).

AHaJOTMYHBIMU MEpPaMH MOYKHO BOCITOJI30BAThCS U B pEaTbHOU KU3ZHHU:

1. Tlonp3oBarbcs JUIst  OOIIEHUS  MOMELICHHSIMHM M MECTaMH  OTKPBITOTO
NPOCTPAHCTBA, MCKIIOYAIONIMMH HECAaHKIIMOHUPOBAHHBIM cOop HHpOpMaAUU
(OTCYTCTBYIOT MOCTOPOHHHME JIMI[A, HE YCTAHOBJCHBI YCTpoicTBa cOopa
uH(GOpPMAIIUHU U T.11.);

2. Ilpu obmenun yepe3 MHTepHET Uinu TeneOHHbIE CeTH yKa3blBaTh MUHUMAaJIbHOE
KOJIMYECTBO MEPCOHAIBHBIX JAaHHBIX. [[OMHUTH 0 BO3MOYKHOCTH NOCPEIHUYECKON
aTaku, IpU KOTOPOH HEBUAUMBINA cOOECETHUK MOKET ObITh CKOMIIPOMETHPOBAH;

3. Ilpu oOmenun uepe3 MHTEepHET Mim TeneoOHHBIE CETH MCMOIB30BAaTh KOJOBBIE
dpa3pl U mpoyMe accolMalMKM C LEeNeBOW HH(popMaluen, MperocTaBiss ee B
OTKPBITOM BHJI€ COOECEHHMKY TOJIBKO TpU JUYHOM KOHTaKTe B 0Oe30macHOn

KOHTPOJINPYEMOH 30HE;
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4. Tlo BO3MOXXHOCTHM, HE HCHOJbB30BaTh (uU3nueckue OOBEKTHl M XpaHEHUs
KOH(pHUISHIIHAIBHON HHPOpManny (HE XpaHUTh NapOJId HAa OyMaXHBIX HOCHUTEISX
Ha paboueM cToie), MO0 XpPaHWUTh TakUe OOBEKThl B MECTaX, MCKIIOYAIOIINX
JOCTYH MOCTOPOHHUX JUII (K mpuMepy, cerdax);

5. VYnanate naHHble 0 ceOe, eciii HE0OXOIMMOCTb B HUX OTCYTCTBYET.
OnucanHbple Mepbl XOTS U HE MO3BOJSIOT JIOCTHYb CTONPOLEHTHOM TrapaHTHH
O0e3omacHOCTH LU(POBOIO M  HEHUPPOBOrO MHPUCYTCTBUS, MAAIOT BO3MOXKHOCTb
YMEHBIIUTh PUCK YTEUKH NEPCOHATBHBIX JAHHBIX M HAHECEHMs MOTEHLIUAIBHOTO yIiepoa

CyOBEKTYy MEepCOHATbHBIX TaHHBIX.

8. 3ak/suyuTeJibHbIE NOJIOKEeHUA

Kak yxe ropopuiock panee, HU(PpPOBOE NMPUCYTCTBHE KAKIOTO YEIOBEKA MMOIYydaeT
BCce OOJIbIlIEe PACTIPOCTPAaHEHUE U CTAHOBHUTCS HEOOXOAMMBIM (haKTOpOM OOecTeUeHUS
MIPOU3BOJICTBEHHON JesTenbHOCTH U dPdekTuBHOro obmenus. [Ipu stom mudpoBoe
MPUCYTCTBUE MOXKET OBITh KaK KOHTPOJHMPYEMBIM, TaK U BBIHYXKJICHHBIM, TO €CTh
OCYIIECTBIISIFOIIIMMCS 0€3 y4acTHsi caMOoro CyObeKTa 3a CUET JEeSTEIbHOCTH U YCTPOWUCTB
TPETHUX JIUII.

HecMoTpss Ha Bce MOJNIOKHUTENbHBIE MOMEHTHI ITUGPOBOTO MPHUCYTCTBUS U €O
HEOOXOIMMOCTh B KHU3HHM KaXKJIOrO YeJI0OBEKa, B JaHHOW cdepe BCIIBIBAET OAUH OYCHB
CYIIIECTBEHHBIN HEJOCTAaTOK — a MMEHHO PUCK YTEUKH MEPCOHAJBHBIX JTaHHBIX U PUCK
UCIIOJIb30BaHUS "yTeKIHX" TaHHBIX TPOTHUB UX CyOBEKTA.

JlaHHBIE pHCK BO3HHMKAae€T HE TOJBKO MO TMPUYUHE OECKOHTPOJIBHOTO
paclpoOCTpaHEHHUsI CBOMX MEPCOHAJIBHBIX JAaHHBIX (PU3UUYECKUMU JIMIIAMH, HO U 10 BUHE
HEJIOOPOCOBECTHBIX OINEPAaTOPOB MEPCOHATBHBIX JAHHBIX, HE MPUHUMAIOIINX JOJDKHBIE
MepbI 10 3alUTe XpaHsAIHMiics U oOpabaTbiBaeMOil Ha MX YCTpOHCTBaX MHQpOpMAIUH, a
TaKKe MO MPUYMHE HEMPaBUIBHO CKOH(DUTYPUPOBAHHBIX YCTPOUCTB W/UIU yCTPOMCTB,
UMEIOIINX U3BSHBI B TPOTPAMMHOM U alllapaTHOM 00€CTICUCHHH.

[lenp maHHOTO JOKYMEHTa — OOpPAaTUTh BHUMaHHE HA MPOOJIEMy 3alIUTHI (OXpaHbI)
M(ppoBOro MPUCYTCTBUS YEIOBEKAa OT IIEJICHANPABICHHBIX M CIyYalHBIX MOMBITOK

NOJYyYeHHsI TOCTYMa K €ro MepPCOHANbHBIM JaHHBIM, MOMBITAThCA C(HOPMUPOBATH CBOJ
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o0LMX KOHIENIHI 1Mo 6e30MacHOMY MCIOJIb30BAaHUIO HIU(PPOBBIX YCTPOWCTB U YCIYT B

AMOXY YAOOHON U OJTHOBPEMEHHO MPEJICTABIISIIONIEH YIPO3y YaCTHOW JKM3HU TEXHOJIOTUU

oonpminx ganueix (BigData).

[IpeyioxkeHHbIe KOHIIETIIMA MOTYT OBITh MCIOJIb30BaHBI JIJIsi COBEPIIIEHCTBOBAHUS
MEXaHU3MOB PpEryJupoBaHUs LU(PPOBOM SKOHOMUKHU, B TEPBYIO OdYepennb, cQepbl

NMEPCOHAIIBHBIX TAHHBIX.

Jlokymenm paspaboman paboueii epynnoti

N0 80NPOCAM OP2AHUIAYUOHHOU 3AUUMbL NEPCOHANLHBIX OAHHBIX
Koncynomamuenozo cogema npu ynoaHomoueHHoM opzane

no 3awume npag cyobeKmos nepCcoHanbHbIX OQHHbIX

noo obweti pedakyuei.

Anexunou U.I"., IIpedceoamens Koncynomamusenozo cosema npu
VHOTHOMOUEHHOM Op2aHe No 3awume npas cyovLeKmo8 NepcoHaIbHbIX OAHHYIX,
yuenoeo cekpemaps Llenmpa unoicenepnozo obpasoeanus Poccutickoii akademuu
obpazosanus - Poccuiickozo zocydapcmeeniozo ynugepcumema ne@pmu u 2asa
(HUY) umenu U.M. I'yoxuna

Honasuna A.B., Jupexmopa Hcnoaxoma Hayuonanenozo [Jenvghuiickoeo cosema
Poccuu,

Yepnukosa C.B., awamumuxa, aemopa KHUue HO  UHMOPMAYUOHHOU
bezonacrocmu.
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